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Abstract German

Fingerabdriicke sind eines der am héaufigsten verwendeten biometrischen Merk-
male und finden Verwendung in einer Vielzahl von Systemen. Oft werden sie fiir
die Identifizierung von Personen verwendet, indem deren Fingerabdriicke gegen
diejenigen verglichen werden, die zuvor in einer Datenbank gespeichert wurden.
Solche Datenbanken werden beispielsweise von Strafverfolgungsbehorden betrieben.
Sie enthalten dann z.B. die Fingerabdriicke von registrierten Straftédtern oder un-
bekannte Abdriicke von Tatorten. Die Anzahl der in solchen Datenbanken gespe-
icherten Fingerabdriicke wachst stetig. Schon jetzt verfiigt das FBI tiber eine
solche Datenbank, in der ca. 230 Millionen Abdriicke gespeichert werden. Das
suchen eines Abdruckes in einem solchen System kann sehr lange dauern, da im
einfachsten Fall alle gespeicherten Fingerabdriicke mit einer entnommenen Probe
verglichen werden miissen. Um die Anzahl der Vergleiche zu reduzieren, verwendet
man Algorithmen um eine Vorauswahl von Fingerabdriicken zu treffen. In dieser
Arbeit geht es darum, mehrere Fingerabdriicke eines Subjektes zu verwenden, um
die Subjekte innerhalb der Datenbank anhand der Klassen ihrer Fingerabdriicke
zu gruppieren, sodass eine Probe lediglich gegen Subjekte verglichen werden muss,
deren Fingerabdriicke dieselben Klassen besitzen. Fiir die Klassifizierung sollen
ausschlielich globale Eigenschaften des Fingerabdruckes, z.B. der Verlauf der Fin-
gerabdrucklinien, verwendet werden. Der erste Teil dieser Arbeit besteht aus einem
Survey von Ansétzen, die in diesem Bereich publiziert wurden. In einem nachsten
Schritt wurde die offentlich zugéngliche SD9 Datenbank des NIST mit dem Ziel
untersucht, die Korrelationen zwischen den Klassen der Fingerabdriicke eines Sub-
jektes zu bestimmen. Mit den daraus gewonnenen Informationen konnte ermittelt
werden, dass die Verwendung mehrerer Fingerabdriicke fiir die Gruppierung theo-
retisch bis zu 94% weniger Vergleiche notwendig macht. Mithilfe eines im Rahmen
dieser Arbeit erstellten Systems und der Verwendung selbst trainierter neuronaler
Netze fiir die Fingerabdruckklassifizierung, konnte gezeigt werden, dass bei Ver-
wendung der Klassen von lediglich 3 Fingern einer Hand, die Anzahl der notwendi-
gen Vergleiche von Subjekten um bis zu 80% reduziert werden kann und selbst die

Verwendung von ungenauen Klassifizieren eine Verbesserung moglich macht.
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Abstract English

Fingerprints are one of the most used biometric characteristics. They are used in
a wide range of applications, as the identification of subjects within a database.
Therefore, the fingerprints need to be compared against those stored in the database,
what is often done by law enforcement agencies like the FBI. Their database con-
tains around 230 million fingerprints from inter alia recorded criminals or unre-
solved traces from crime scenes. Identifying a fingerprint within this database can
take a long time. Since the naive approach of comparing each fingerprint subse-
quently would result in long identification time, often a pre-selection is used to
reduce number of comparisons. Within this work, we will use multiple fingerprints
of a subject to create a binning of the subjects towards the classes of those fin-
gerprints, so that only subjects whose fingerprints share same classes need to be
compared. The classification of the fingerprints should be done using only global
information of the fingerprint pattern, like the orientation of the ridgelines. The
first part of this work is therefore a survey on the different approaches for fin-
gerprint classification using those features. After that, the NIST SD9 database
was analyzed towards the correlations between the fingerprint classes of the sub-
ject. With the derived information we can show, that using multiple instances of
fingerprints for the binning of the database can result in up to 94% less compar-
isons for identification assuming perfect classification. The use of the system for
multi-instance classification defined in this work, together with the trained neural
networks for fingerprint classification enabled us to reduce the number of required
comparisons by up to 80%, while using just 3 fingers of a subject. In addition, it
was shown, that the use of classifiers with only moderate classification accuracy

allowed a reduction of comparisons.
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1. Introduction

Since the time, that fingerprints were found to be a proper biometric characteristic
for identification tasks, in the early 20th century, they were adapted into a wide
range of applications and present in many aspects of our everyday life. Especially
for civilian and crime investigation purposes, huge amounts of fingerprints are
stored within the databases of fingerprint identification systems. E.g. the United
States” FBI fingerprint database already contains ca. 135 million fingerprints [1] of
civilians as well as criminals and is therefore one of the biggest datasets of its kind.
But as the time goes by, additional fingerprints will be stored to the system and
increase a major drawback that comes together with the size of the database: the
workload and directly connected, the response time of the systems. Since the naive
approach of comparing each fingerprint subsequently to a captured probe is very

inefficient, another approach has to be done to reduce the number of comparisons.

The reduction of the workload is the key motivation for this thesis. Since various
approaches exist on the classification of fingerprints that can serve for the task, a
further step is done within this thesis towards the application of multiple instance

of fingerprints for classification purposes and database binning.

1.1. Research Questions

In the following, the research questions for this work are outlined. They served
as the basis for the work packages and allow the definition of milestones for the
project. They further imply a basic structure for this work as defined in section
1.2.

RQ1 What are the state-of-the-art classification features for fingerprint



RQ2

RQ3

RQ4

1.2.

1. Introduction

databases?

It is intended to make a deeper related work study in order to find global
features (Level-1) of a fingerprint that are used for classification purposes
and outline their performance. Further this will give a description of possible

classes that can be investigated and utilized.

How are the fingerprint classes distributed?

The task is to find proper datasets on which analysis of the class distribution
of fingerprints can be done. A further analysis is planned to find possible
correlation of the fingerprint classes from adjacent fingers of the subjects.
This aims for an understanding of possible error classes and the correlation
between those fingers. In addition, existing statistics and works should be

mentioned in the related work study.

Is there a theoretical improvement for multi-finger classification?
Depending on the findings of the related work study and the distribution
of fingerprint classes, a statement on theoretical improvements for multi

instance classification should be given.

Can multi-finger classification improve fingerprint identification
systems?

Is it possible to utilize the classes of multiple fingerprints of a subject for
a finer-grained binning of the databases to reduce identification workload
without decreasing biometric performance of the overall system? For this
task, a baseline system based on neural networks is going to be extended to

multiple fingerprints and evaluated.

Structure of the Work

The structure of this work is oriented towards the order of the research questions

stated above.

Initially chapter 2 will give some fundamental information on fingerprints



1. Introduction

and biometric systems in order to get a general understanding about the

context of this work.

Chapter 3 then introduces further information that are related to fingerprint
classification and presents a survey on works that deal with classification

techniques based on global classification features.

The statistical analysis of fingerprint databases towards their distribution of

fingerprint classes is the topic of chapter 4.

Chapter 5 then presents a possible fingerprint classification system that is
based on multiple fingerprint instances and utilizes the findings of the statis-
tics chapter for improved classification performance and workload reduction

towards identification scenarios.

Testing of the proposed system is described in chapter 6 and the results are

discussed subsequently together with some ideas for further improvements.

The conclusion in chapter 7 will sum up the results of the chapters shortly

and give an outlook to future work.



2. Fundamentals

The fingerprint is one of the most used biometric characteristics [2], which is
evident when looking to Figure 2.1. Its manifold applications reach from end-
user authentication on personal devices like smartphones or notebooks and mobile
banking, over access control systems for buildings in public and private sector up
to the usage within law enforcement and public administration. In this section the
fundamental information on fingerprints as a biometric characteristic as well as its
biological background is given. The second part of the chapter covers biometric

systems in general and outlines their basic workflow and operational modes.

Other
Signature 11%
4% Fingerprint
Vein 31%
10% = Fingerprint
Iris
Face
Voice
= Vein
Voice = Signature
13% = Other
Iris
16%
Face
15%

Figure 2.1.: Biometric market share by characteristic [3]

2.1. Fingerprint as a biometric characteristic

Following section will give some fundamental information on fingerprints, their
formation and patterns. The basic properties in relation to biometric systems and

the suitability as a biometric trait are denoted afterwards.



2. Fundamentals

Figure 2.2.: Example fingerprints from left to right: dry, normal and wet impres-
sion (created by SFinGe)

2.1.1. Foundations

The observable unique ridge and valley structure (see Figure 2.2) on the surface of
the fingerprint can be used as a biometric characteristic. Figure 2.4 shows a finger-
print with the marked positions of so called minutia points (endings of ridgelines
in red and bifurcations in blue). If a sufficient number of minutia points (typically
a minimum of 12 minutiae [2]) is available, the combination their positions and
directions can be used for the identification of a subject.

Nowadays, the usage of latent fingerprints is very common in crime investigation
whereas fingerprints in general serve for a variety of applications like authentication
or access control as mentioned before. As the first person that found indications
for the uniqueness of fingerprints based on empirical studies, Henry Fauld laid
the foundation for the development of the systems, we know today, back in 1880.
Later, in the beginning of the twentieth century, the understanding of fingerprints,
its formation and individual patterns proceeded so far that their application for
identification became widely accepted [2], especially for forensic purposes. This
was the beginning for a continuously increasing number of application areas of

fingerprints.



2. Fundamentals

Figure 2.3.: Different layers of tissue Figure 2.4.: Fingerprint with marked
within a finger [4] minutia, cores and delta

2.1.2. Fingerprint Formation

The formation of fingerprints starts during the fetal development and is affected
by genes as well as diverse environmental conditions within the womb. That is
why even monozygotic twins differ in the patterns of their fingerprints, though

there seems to be some correlation in their basic structure. [5]

Human fingers consist of different layers of tissue (compare Figure 2.3) that form
the visible structure on its surface. The outermost layer that is directly showing
up this structure is the epidermis. The underlying dermis is a tissue having the
same structure as the epidermis. Its function is to rebuild the outer skin layers in

case that they are destroyed, while preserving the pattern.

Taking a high-resolution image of a finger shows small pores on the ridgelines
that are the ends of the sweat glands. Beside the ridge and valley structure,
these pores can further increase the distinctiveness of the finger. However, since
the sweat glands emit fluids to the surface of the finger, they can have impact
on the quality of images taken from fingerprints. Especially a very high or very
low amount of emitted fluid affects the presentation of fingers to contact scanners

(compare Figure 2.2).
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2.1.3. Biometric Properties

In terms of biometric systems, the biometric characteristic used by the system,
needs to fulfill some basic properties to guarantee that preferably all targeting
individuals can use it and are willing to. Other properties are mandatory to make
sure that the system is capable of distinguishing the individuals correctly and to
describe the security level of the characteristic. Forging the characteristic is a hard

task to ensure security.

In the following, these properties (firstly defined in [6]) are outlined for finger-

print patterns as biometric characteristic as described in [2, 7, §].

Collectability Taking an impression of fingerprints can be done very easy with a
variety of different capturing devices and sensing techniques [2]. For most
biometric systems that use fingerprints as the characteristic of choice, the
quality of the images highly depends on the capturing devices on the one

hand and the cooperation of the subject on the other.

Universality The universality of fingerprint is given by natural presence of ten
fingers for most people, with exception of those individuals suffering from
illnesses that affect their fingerprint patterns or those where amputation of

fingers, hands or arms were performed.

Uniqueness Any of a person’s ten fingers is claimed to show a unique pattern

build by the ridgelines, given a sufficient number of visible minutiae. [9].

Invariability Fingerprint patterns were found not to change during a person’s life
[10]. While they grow together with the person, no altering in the actual
pattern can be seen, so that the invariability due to natural factors is very
high. Even damages of the pattern by small cuts or bruises only cause
temporary alteration, since the skin is able to heal itself. Only continuous
damaging or serious injuries like deep cuts or even amputations would result

in permanent alteration.
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Performance The performance indicates how well fingerprints suit for develop-
ment of biometric recognition systems. It takes into account the recognition
accuracy, throughput of the system, hard and software requirements as well
as dependency on external factors. Fingerprints offer good performance due
to the high distinctiveness, good and cheap collectability as well as low re-

source requirements for its processing.

Circumvention In order to provide good security, it should be hard to forge the
biometric characteristic. Since the hands and fingers are our main tool in
everyday life, we leave our fingerprints on any surface that we touch, allowing
forgers to capture and use these latent prints. Therefore, it is more easy to
copy fingerprints then for example iris images. By using countermeasures
as liveness detection or other presentation attack detection (PAD) methods,

biometric systems try to overcome these drawbacks.

Acceptability Since first approaches of using fingerprints for forensic applications,
they were continually linked to crimes. But as our society evolves, the accep-
tance of fingerprints in our everyday life is still increasing. Our fingerprints
are saved on the identity cards and the biometric characteristics replace login
credentials or tokens required for online banking. Further attempts to im-
prove the acceptance contain contact-less sensors to reduce interaction and

a proceeding integration of biometrics in governmental applications.

Concluding the fingerprint as a biometric characteristic, one can find that it is
suitable for a variety of applications. The individuality of its pattern and the ease
of collecting impressions with different sensors integrated into most of the latest

smartphone and notebook models shows the hight potential of this characteristic.

2.2. Biometric Systems

A biometric system as defined in [11] is a system used for recognizing individuals
based on their behavioral and biological characteristics. The following section will

give an overview on a reference biometric system, its subsystems and its internal
workflows as it is described in the ISO/IEC 19795-1 [12].
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Figure 2.5.: Standard Biometric Recognition System [12]

2.2.1. System QOverview

A biometric system, as depicted in Figure 2.5 consists of five major subsystems,

described in the following.

Data Capture Subsystem The ‘Data Capture Subsystem’ is responsible for cap-
turing a biometric sample from a presented biometric characteristic. For this pur-
pose the systems can make use of one or multiple sensors. The captured biometric

sample is then processed in the subsequent system.

Signal Processing Subsystem This system fulfills three tasks based on the re-
ceived biometric sample.

1. During the segmentation, the system processes the sample to differentiate
between foreground and background areas. The foreground defines the region of
interest, that contains the usable information, whereas the background consists of
unwanted information (e.g. noise in digital images).

2. In the feature extraction phase, the systems extracts biometric features from
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the segmented data. These features are later used for the creation of a biometric
reference, that might be enrolled to or compared against the enrollment database.
3. Before the actual reference creation, a quality control is performed on the
extracted features. Its purpose is to detect features of low quality and potentially

reject captured samples and initiate a recapture of the characteristic.

Data Storage Subsystem If a captured sample successfully passed the signal
processing during the enrollment of a subject, the ‘Data Storage Subsystem’ is
used to store the create reference of the subject together with a reference identifier.
It holds the references of all subjects enrolled to the system within an enrollment

database and provides them the comparison system, as needed.

Comparison Subsystem This subsystem is intended to compare a probe that
was extracted from a biometric sample in the signal processing system, against
one reference from the enrollment database for verification or against multiple
references for identification. The output then is one or more comparison scores

indication the similarity of the probe and the reference(s).

Decision Subsystem Within the ‘Decision Subsystem’ a final outcome of the
biometric system is calculated, based on the comparison scores obtained by the
‘Comparison Subsystem’, predefined thresholds and further decision policies. In
terms of verification, the systems states if a probe matches to the compared refer-
ence or not. For identification, the outcome can be the identified subject, a list of

most likely candidates or nothing in case no candidates were found.

2.2.2. Biometric Fingerprint Recognition System

Further details on the previously defined subsystems can be given in the context
of fingerprint recognition. Within the ‘Data Capture Subsystem’, different types
of sensors can be used to capture one or multiple fingerprint of a subject at a time.
These days, different types of sensors based on various technologies are in use to

capture fingerprint. The most common sensor types are the optical and capacitive

10
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Figure 2.6.: Fingerprint image from capacitive (left) and optical sensor (right) -
created by SFinGe

ones. The former take a visual impression of the finger, while the second ones uti-
lize electrostatic effects to detect the ridge and valley structures in order to create

the image (see Figure 2.6).

The ‘Signal Processing Subsystem’ combines image enhancement and segmenta-
tion techniques to extract the biometric features of the sample. The subsequent im-
age quality estimation following the ISO quality specifications [13] and [14], is then
used to determine if the extracted sample can be used as a reference that is stored
in the database or a probe for comparison purposes. In fingerprint recognition
systems, the enhancement often includes brightness and contrast optimization to
increase the visibility of ridgelines. Various approaches exist for the segmentation,
which searches for the area of interest within the image and discards background
information like noise (compare Figure 2.7). Examples would be measurements of
pixel gray values, utilizing ridge orientations within pixel blocks and even neural
network approaches exist[2]. Afterwards, the actual feature extraction can be per-

formed.

The subsequent quality estimation can be done using the reference algorithms
for [14] - NFIQ2. It checks if the processed image and extracted features can ful-
fill the minimum requirements on the quality to perform subsequent steps or if a

recapture of the finger is required.

11



2. Fundamentals

Figure 2.7.: Original (left) and segmented image (right) - from SD9

2.2.3. Operational Modes

Biometric systems can be operated in two different modes, visualized by the blue
shaped arrows in Figure 2.5, namely verification and identification. During the
verification and identification processes, the ‘Signal Processing Subsystem’ creates
a biometric probe of the acquired sample (as described in the previous section)
that can be compared to one or multiple stored references, within the ‘Compari-
son Subsystem’. The comparison score(s) obtained in this step are then utilized in

the ‘Decision Subsystem’ to determine either verification or identification outcome.

Verification The intention of both, verification and identification is slightly dif-
ferent. The verification process is used to check a presented biometric sample
against the reference sample of a claimed identity. This is denoted as 1:1 compar-

ison whose outcome is either a match or non-match between probe and reference.

An example would be an access control system for a building based on finger-
prints with an additional identity claim. The fingerprints of every person with
access rights are enrolled to the database and linked to the identity of the subject.
When a subject wants to access the building, it makes a claim of its identity and
presents its fingerprints to create a probe that can be compared against the refer-
ence stored in the enrollment database. If the comparison score exceeds a given
threshold, the identity can be verified and the subject is granted access. Otherwise,

the access is denied.

12
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Identification The identification of a subject is a more challenging task since no
identity claim is given. In this scenario, the probe extracted from a presented
biometric sample has to be compared against multiple references within the ‘Data

Storage Subsystem’.

With a naive approach this results in n comparisons of the probe, where n is
the number of enrolled subjects. The outcome is a candidate list containing the
subjects with the highest comparison scores above a defined threshold. A decision
policy is then required to produce the final identification outcome, which might

be the identified subject, a list of subjects or nothing.

The workload of such a system during the identification process increases with
each additional references enrolled to the database, due to required additional
comparisons. For that reason, some of the systems implement steps for workload
reduction. Two major approaches aim for reducing the total number of compar-

isons.

Indexing approaches try to create a logic order of the references in the database.
If a probe should be compared to the database, the index of the probe is calculated

and all references with similar indices are determined.

The second major approach is the classification. It is used to separate the
database into multiple bins or sub databases in with all of the containing refer-
ences are members of the same class. This allows us to reduce the workload, by
comparing a probe only against references that are of the same class. In case of
fingerprints, these classes are often derived by the observation of different pattern

shapes (see chapter 3).

Example of Identification System A very prominent example of such an iden-
tification system is the Integrated Automated Fingerprint Identification System
(IAFIS), which was established in 1999 and is operated by the US Department

of Justice. Later this system was merged to the Next Generation Identification

13
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(NGI) System. Currently 135,093,826 fingerprint (civilian and criminal) are en-
rolled to the system [1] by January 2018. Thereof around 2,763,222 subject are
included within a sub-database called ‘Repository for Individuals of Special Con-
cerns (RISC)’ that is used for ‘Rapid Fingerprint Identification” and has an average
response time of around 8 seconds. The response times for requests of criminal
receipts were around 10 minutes for urgent request and ca. 15 minutes for non-
urgent (in year 2017).

These facts show, that the high number of subjects enrolled results in high re-
sponse times for the system. The adaption of the RISC dataset might be a result
of the response times, because time critical requests could not be handled other-
wise. This approach indicates, that splitting a database into multiple bins and
concentrate search to smaller parts of the database will decrease the workload of

the system and increase response time, since fewer comparisons are required.
This example well illustrates the context in which the present work was created.

Within this work, we follow the classification approach for workload reduction.

The related work towards this topic is outlined in the next chapter.

14



3. Related Work

Within this chapter, the related works regarding the thesis topic are revealed. The
focus here is on papers about fingerprint classification using global features. The
intention of studying these works and doing a structured analysis of their results
is having a good overview of past work on the one hand and finding the most
promising approaches that can serve as a foundation of this work on the other
hand. The surveys of Galar [15, 16] and Kavati [17] served as a starting point
for the study. Since the structure of [15] was found appropriate, the subsequent
sections are structured in a similar way.

By analyzing the structure of the fingerprint patterns Galton [18] was able to
describe three major classes of fingerprints based on the curvature of the ridge-
lines, namely: whorls, arches and loops. Henry [19] further refined these classes
into whorls, arches, tented arches, right loop and left loop, given a total of 5 sepa-
rable classes. Most of the subsequent approaches will follow the Henry Scheme but
some of them will used an extended scheme like Moayer[20, 21| (Mairs’ classifica-
tion scheme), or reduced schemes where one or more of the classes will be merged
into a combined class. An often-used example is the merging of both arch classes
because an automatic distinction can be challenging. The different classes defined
by Henry as well as further subclasses are depicted in Figure 3.1. This definition
allows us to split up fingerprint databases with respect to these classes. When
trying to search a fingerprint within the database, we can reduce search time and
the amount of fingerprints compared to the searched, by then only determining
its class and first perform search for the enrolled subjects sharing the same class.
The separation of the database into chunks of fingerprints holding the same class

is called binning and the chunk are referred to as bins.
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Figure 3.1.: The five most used fingerprint classes (created by SFinGe)

left loop right loop

arch tented arch whorl

3.1. Fingerprint Classification Process

In order to achieve the classification, there are 3 to 5 general steps to be performed
after receiving an input image. The number of steps depends on the type of clas-
sification approaches. Works using machine learning need to train their classifier
before it can be used to classify new images. If multiple classifiers are used, fusion
metric is required in order to combine their outcomes. In the following, these basic

steps are described.

Preprocessing
The preprocessing is used to prepare the input image for the feature ex-
traction step. While some of the reviewed works lack in information on
whether they used preprocessing or not, few papers distinguish only in the
algorithm used for preprocessing in order to receive better performance in
feature extraction. The preprocessing can consist of different enhancements.

For example increasing the contrast of the image for better detection of the
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ridgelines, filters to reduce the noise or the segmentation of the fingerprint
image into a Region of Interest (ROI) and background. Most of the classifi-
cation algorithms utilize segmentation to remove the background areas that
do not contain information on the fingerprint pattern. Further enhancements

are skeletonization and binarization.

Feature Extraction
The second step is to extract features out of the (enhanced) fingerprint image
that are capable of describing the class of the fingerprint pattern. A first
starting point at of nearly all approaches is the creation of the Orientation
Map (OM). It is either applied as a feature or used for derivation of other
features like singular point. Some of the approaches use a registration point
to define a region of interest within the fingerprint. Further information on

the features used by the different algorithms are given in Section 3.2.

(Train Classifier)
In case of neural network based classification approaches, the supposed sys-
tems need to be trained on real data in order to be able to classify finger-
prints. Although it is a good idea to use disjunct data for training and testing
to prevent overfitting of the classifier, some of the approaches present results

with overlapping training and test data.

Classification
In this step the actual classification of a sample fingerprint is done. Depend-
ing on the extracted features, a classifier assigns the fingerprint to the most
suitable class. Because not all approaches classify the fingerprints into the
same number of classes, we have to take care of this fact when comparing
them. To deal with fingerprints that are of low quality or for which no class
can be determined, some of the works deploy criteria to reject such finger-
prints or classify them as Unknown. The main reason for that is to prevent

the algorithm from classifying the fingerprint into wrong classes.

(Classifier Fusion)
To further improve classification performance, several approaches utilize mul-

tiple classifiers and features. The outputs of the different classifiers need to
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be fused to obtain the fingerprint class. Different strategies are used to

achieve the fusion, like majority vote, winner takes all or weighted decision.

Classification and Rejection Metrics

To measure the performance of classification algorithms and allow comparison of
different approaches, some metrics are defined. The Correct Classification Rate
(CCR) describes the relative measure between the correctly classified fingerprints
and all fingerprints that were tested. With respect to that, the classification error
can be described by the proportion of falsely classified fingerprints over the test
samples. When binning is applied to the database regarding the fingerprint classes,
the so called Bin-Error-Rate defines the probability, a fingerprint is assigned to a
wrong bin. It is an equivalent to the classification error rate. In some papers, a
rejection rate is pointed out. It measures the amount of fingerprints that were
excluded from the classification process at some point within the algorithm based
on predefined rejection rules. The rejection correlates with the CCR insofar as
increasing the number of rejected samples will reduce the classification error and
increase CCR.

3.2. Global Classification Features

Before facing the different approaches for the actual classification of fingerprint

patterns, the underlying features are described in the following.

When looking at a fingerprint image one can observe different types of features
within it. They can be described as level 1, level 2 and level 3 features [2]. Level 1
features give a coarse description on the fingerprint pattern, which makes it useful
for classification of similar fingerprints. Information like the ridge flow directions
and detected singular points (see subsequent paragraphs) are used in this scope.
The level two features are given by describing single ridgelines in the form of
minutia. These information e.g. bifurcation (splitting of a ridgeline) or ridgeline
ends allow a finer description of the fingerprint, which can make it unambiguously
identifiable as long as sufficient minutia points can be found. For level 3 features,

high resolution images are required to detect the width of ridgelines, sweat glands
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Figure 3.2.: Visualization of the three feature levels

or distance between ridgelines. Especially the sweat glands can serve as highly
distinctive feature for fingerprints. In Figure 3.2 a visualization of the different

feature levels can be found.

As mentioned before, level 1 features are the means of choice for classification
of fingerprints. They are also called global features of the fingerprint and allow
a general/coarse description of the fingerprint pattern. Together with the help
of classification schemes like Henry’s [19], algorithms can be developed that are

capable of classifying fingerprints into the different classes.

Reviewing the works on classification approaches and analysis of the used fea-

tures leads to the following general features.

Orientation Information
The orientation information is derived by the analysis of the local ridge flow
within the fingerprint image. This can be done by for instance frequency
filters, slit sum [22] or gradient methods. In the most approaches, an OM
is calculated block wise, containing the averaged direction, instead of using

orientations on a pixel level.

Singular Points

The singular points or singularities are defined as the area of the greatest
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curvature changes[18]. Two types of singular points can be described: 1. the
core point, at which the ridgelines seem to converge 2. the delta point, where
ridges tend to diverge. Many approaches make use of these points either as
features or alignment of the image. Many extraction algorithms exists for
the singularities, that are described in[15]. To mention one of the most used
extraction algorithm, the Poincaré method should be mentioned. It uses the
orientation information by measure the directions around a given point. A

singular point is found, if the directions behave as defined in 1. and 2.

Structural Information
The structural information of fingerprints is derived by tracing the ridgelines.
It is used to build representative graphs or derivation of features like ridgeline

curvature changes.

Frequency Filter Responses
These features are obtained by applying filter function (like gabor or fast
fourier) to the image or OM or parts of it. The main reason for their ap-
plication is their ability to detect the ridge/valley pattern of the fingerprint.
The filter response depicted in figure 3.3 is the so called Fingercode invented
by Hain et al.[23].

A visualization of the outlined features can be found in Figure 3.3. More detailed

information on the approaches to determine these features can be found in [15].

3.3. Classification Approaches

The following section presents an survey of fingerprint classification algorithms

based on global features.

3.3.1. Syntactic Classification

The syntactic classification approaches can be found in the early beginning of au-
tomatic fingerprint classification[20, 21, 24]. They share the idea of describing the

ridge structure by a number of symbols that code different structural information.
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Figure 3.3.: Visualization of outlined global fingerprint classification features

By analyzing this code with a defined grammar over the symbols, they can make

a decision of the fingerprint class.

First approaches were made by Moayer [20] for distinguishing 7 classes. The
main idea here is to use directional information from the OM and interpret them
block-wise to obtain a feature set of 64 symbols (syntactic coding). This represen-
tation allows the classification of the feature set based on a defined grammar for
a syntax-free language. In [21], they used more detailed directional information
(256 symbols) and statistical syntax-free language to determine subclasses of these
used in [20]. For the first approach results are based on very small database (92
images) gave a CCR of 92.5% while rejecting 13% of the images. Results of the
second approach were provided for sub classification of one class. Therefore, they

are not representative for the test set.

Another approach was made by Rao [24]. They used representative characters
to build a string that describes the ridge flow based on the OM. Then a context-
free grammar is used to determine the class. Tests were done on a small test set
(60 images) only, where 91.66% CCR could be achieved.

The only later approach using a grammar for classification was found in Chang’s

work [25]. His approach based on ridge distribution derived by extracting ridge
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patterns. He defined a number of different ridge patterns that can occur within
fingerprints, represented by characters. Starting from the bottom of the image,
he creates a sequence of the characters depending on the ridge types that were
crossed. By utilizing a non-deterministic automate, the fingerprint class is re-
trieved. An analysis on the NIST Special Database 4 (NIST-SD4) shows 93,4%
CCR for 7 classes and 94.84% CCR for 5 classes while rejecting 5.1% of the fin-

gerprints containing error-prone sequences.

3.3.2. Rule-Based / Fixed Classification

The common aspect of the following approaches is their classification utilizing pre-
defined rules for categorization of the features used. Therefore, no further training
of the classifier is needed. For instance, the number of cores and deltas is used to
define rules for classifying fingerprints. For some cases, the approaches might use

a rejection rule to prevent misclassification.

Rao [26] described the first rule based classification algorithm depending on a
ridgeline tracer. While working on a thinned and binarized image the line tracer
does a counting of 0Os and 1s in different image areas. Based on the results of
counting, the fingerprint is categorized into one of 4 classes (the loop classes are
merged). Since the algorithm was tested only with a few representative images to

show its functionality, no further testing results are available.

Most of the rule-based algorithms rely on extracted singular points. Kawagoe
[27] used the number of singular point to have a rough classification in a first step
and uses a ridge tracing algorithm around the singular points afterwards to do
a finer distinction. Test on a small database of 94 fingerprints show a CCR of
91.48% for 6 different classes. With respect to Kawagoe, Zhang [28] makes use
of the ridge tracing only in the case that only one core and one delta was found.
Thereby he wants to prevent incomplete images, with missing singular points, re-
sulting in wrong classification. CCRs of 92.7% for 4 classes and 84.3% for 5 classes
were archived on NIST-SD4. Wang [29] further extended the approach by intro-
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ducing a new singular point using Gaussian-Hermite Moments (GHMs). They call
it the Core-Delta-Pair and it represents a pair of close by core and delta point,
which would be ignored using Poincaré method. Test on the NIST-SD4 show an

improved performance for tented arches at a total CCR of 88.6% for 5 classes.

Karu’s proposed method [30] uses the number of singular points together with
their location information. The connection of core and delta point is checked
against the local ridge direction within the area and taken into account for final
decision. Different tests on NIST-SD4 and NIST Special Database 9 (NIST-SD9)
show CCRs of 91.3% and 90.1% for 5 classes and 93.9% and 91.4% for 4 classes
respectively. Similar to that, Ballan [31] uses the relative locations of core and
delta to do further classification. The given images were self-made and no results
were published. Klimanee [32] names the connections between core-core and core-
delta principal axes and additionally measures ridge flow directions in that area to
distinguish classes. The algorithm was tested on a small individual database (157
images) and had a CCR of 91.3.% for 6 classes with 4.5% rejection rate.

Further rules are defined by Msiza [33] to receive better classification perfor-
mance for loops, in case of missing delta points by measuring the loop position
within different image partitions. Their tests on the FVC2002-1 reveal a CCR
84.5% and 83.5% for of 4 and 5 without rejecting fingerprints. Webb [34] take
up the idea of Msiza and formulated further rules for the absence of delta points
to improve recognition of loops, whorls and partial fingerprints. They were able
to distinguish between 5 classes in FVC2002-1 with 91.1% CCR and 91.8% in
FV(C2004-1 without any rejection. By introducing measurements like Center-to-
Delta Flow (CDF) of Balance Arm Flow (BAF) and an extended decision tree,
[35] achieved an overall CCR, of 92.74% on the FVC2000, FVC2002 and FVC2004

databases without rejection for the 4 class problem.

Hong [36] uses a combination of singular point number and position together
with the recurrence of ridge types, which they detect with their ridge verification
algorithm. Results on the NIST-SD4 show a CCR of 87.5% for 5 and 92.3% for 4

classes without rejection. At 20% rejection rate, they can achieve 92.5% for 5 and
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97.6% for 4 classes. Later Liu et al.[37] take up the idea and presented a similar
approach. They detect the singular points and three different ridgeline types in a
first stage for pre-classification. Then they apply a ridge count between detected
cores and deltas to get the final class. The approach was tested on the NIST-SD4
and achieved a CCR of 95.6% for the five-class problem.

By analyzing the OM using Poincaré index, Cho [38] selects the candidates for
core points. After applying a filter to eliminate spurious core points, the curva-
ture around the core point is detected and used for classification together with the
number of cores. On a self-made database containing 6283 fingerprints, a CCR of

92.3% was achieved for 4 classes without rejection.

Dass [39] proposes the use of Orientation Field Flow Curves (OFFC). He detects
the number of representative OFFCs for four different classes and uses thresholds
to select the fingerprint class. On the NIST-SD4, the algorithm got 94.4% CCR
for the four-class problem.

Wang and Xie[40] use the OM to detect the singular points using a self-developed
algorithm based on Poincaré. Classification is done by the number of cores and
deltas. Besides that, distinction of classes with one core only is done by analyzing
ridge flow around the core block. For the five-class problem, the method achieved
a CCR of 82% without rejection and 94% when rejecting 14.4% of the fingerprints
of the NIST-SD4.

Besides that, Wang et al.[41] propose to use the number of singular points to-
gether with the relative position of cores and deltas for further distinction of loop
types and tented arch. The method uses a pixel-wise OM as a basis and slightly
modified Poincaré method for singular point detection. On a combined database of
FVC2002, FVC2004 and Verifinger Sample_ DB (730 fingerprints), the algorithm
achieved a CCR of 96.96% distinguishing five classes while rejecting 0.8% of the

images where no singular point were extracted.

Fan et al.[42] try to improve the classification accuracy by using an improved

algorithm for singular point detection. In a first stage, they use Hough Transfor-
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mation to detect candidate singular points from OM of foreground blocks. These
points are further evaluated using the Poincaré method and class decision relies
on the number of cores and deltas and ridgeline curvature originating from the
core. A reduced set of the NIST-SD4 (first 100 fingerprints) was used for testing.
The algorithm was able to classify arch, loop together with tented arch and whorls
at a CCR of 97%.

The approach of Liu et al.[43] is, to use a combined classification based on
the number of singular points, predominant directions and a directional pattern
analysis. Therefore, they detect the singular points from the OM by clustering the
directions into pattern zones of three major directions and finding the points where
the zones intersect. For fingerprints, containing only one core-delta pair, further
rules are applied that base on directional pattern analysis of the realigned area
around the core-delta connection. Fingerprints with missing singular points or for
which no reliable statement on the class can be given are rejected. The algorithm
was tested on the NIST-SD4 and NIST Special Database 14 (NIST-SD14). CCRs
on the NIST-SD4 are 91.62% for 5 classes and 94.38% for four classes respectively,
while rejecting 1.55% of the fingerprints. The test on the NIST-SD14 shows a
CCR of 89.15% with 3.07% of rejections for distinguishing 5 classes.

In Dorasamy[44], they propose a clustering of the OM based on 3 orientation
ranges. They analyze the intersection of the clusters to determine the singular
points and process an alignment of the fingerprint. With the help of their de-
fined rules, the algorithm performs well on the FVC2002-1(92.87%) and FVC2004-
1(92.2%) with no rejection for 5 classes. The cross validation on NIST-SD4 states
80.51% at a rejection rate of 12%.

The latest rule based approach by Chua [45] makes use of geometric measure-
ments between cores and the corresponding delta point. For classification, a fuzzy-
rule based decision system is used to treat with possible uncertainties by detecting
tented arches and loops. The systems shows a CCR of 88.33% (5 classes) and
92.13% (4 classes) on the NIST-SDA4.
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3.3.3. Machine Learning Classification

The Machine Learning approaches are used to analyze high dimensional features
vectors and derive probabilities of class affiliations. In most cases, a statistical
process like principal component analysis (PCA) [46] or Karhunen-Loéve Trans-
formation (KL-Transformation) is used to reduce the dimensionality of the feature
vector to the most discriminative ones and to keep the size of the classifier man-
ageable. Some of the approaches also implement a reject option for the case, that

the classifier output is not significant.

Artificial Neural Network

Hughes [47] were using micro patterns for extraction of OM of size 8x8. They
propose a neural network with Back Propagation Algorithm (BPA) takes the OM
as input vector for learning a classifier. A handmade database of 1600 fingerprints

was used for Training, but no results were provided.

The approach of Bowen [48] shows the usage of average directions from OM and
a vorticity map as input for 2 neural networks. The outputs of these networks
were further used to a train a Back Propagation Network (BPN) for actual classi-
fication. Test on a very small test set (47 images, 12 per class) give CCR, of 93.6%

for 4 classes.

In the work of Kamijo [49] a ridge tracing algorithm is used to find the charac-
teristic ridge of the fingerprint class. Thereof a feature vector with 256 elements
is created that serves as input to the network, which consists of 5 subnetworks
for each class. The approach can reach CCR of 86% on a database containing
500 equally distributed fingerprints (5 classes). Using continuous classification,

including second most probable class, the algorithm achieves 99% CCR.

Geng and Shen [50] introduced a neural network structure, called ‘fuzzy - cere-
bellar model arithmetic computer (CMAC)’. The feature vector is derived from a
20x20 OM, which is further reduced, using KL-Transformation. The classifier was
trained to distinguish between arch and whorl class on the NIST-SD4. The results
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obtained are 98.2% CCR.

Nagaty [51] proposed a combined feed forward neuronal system with one sub-
system for each of six classes. After normalization and skeletonization of the input
image, a ridgeline-tracing algorithm is used to detect ridge curvature. The differ-
ent curvatures found are described by alphabetic symbols, similar to a syntactic
coding. Afterwards a statistical analysis of the symbols is done and together with
the binarized string used as input vector for the neural network. On a sub database
of Egyptian Criminal Evidence Database, CCRs of 98.8% (5 classes) and 99% (4
classes) were observed. Some of the fingerprints were assigned to the ‘Unknown’

class if no proper classification can be done.

The approach of Mohamed [52] includes the usage of singular point information
like number, positions and directions as input vector for a fuzzy neural network.
The results obtained from the NIST-SD4 show a CCR of 98.5% when distinguish-
ing 5 classes. It should be denoted, that training and testing was done on the same
data.

A filter based feature vector is used in Jin’s [53] work. By clustering the finger-
print image and applying Discrete Cosine Transformation (DCT) 64 coefficient are
derived. These are further processed by Fisher’s Discriminant Analysis to obtain
training features. Classification is done by a neural network using a Radial Basis
Function (RBF). The algorithm is supposed to have a faster running time than
other approaches and is able to achieve 91.4% CCR on the NIST Special Database
24 (NIST-SD24) for 5 classes.

The algorithm in [54] includes a Vector Quantization (VQ) approach. Clustered
images consisting of 8x8 blocks for each of the 5 classes are used for training. The
VQ algorithm creates a codebook of size 4 that is used for classification. By calcu-
lation the FEuclidean Distance between input vector and stored codebooks, a class

decision can be done. On a small test set of only 50 images, the algorithm was
able to achieve 80% CCR.

In [55] Wang et al. propose a algorithm based on a Deep Neural Network. The
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algorithm works without any preprocessing and the OM is used as feature for
the network. After training the classifier on four classes, it is able to determine
the probability of class memberships for the fingerprint. Test were performed on
NIST-SD4, using the first half for training and second for testing. For distinguish-
ing four classes, 91.4% CCR can be achieved without rejection. With a rejection
of 1.8%, the CCR improves to 93.1%.

Multi-Layer Perceptron (MLP)

Wilson et al. [22] described a system using the vectors of the OM as features for
a MLP network. After the preprocessing with Gabor filters and finding a registra-
tion point, the derived vector with 1620 elements was reduced to 96 features using
KL-Transformation. The proposed network was able to achieve 89.2% CCR on the
NIST-SD4 with 10 percent rejection rate. They further improved the setup of the
network [56] and obtained 90.2% CCR at 10% rejection, on NIST-SD4 for 5 classes.
In a later work [57], they tested a new sine activation function for the MLP net-
work and were able to further improve the performance. Testing was done on the
NIST-SD4 and gave CCR of 92.2% without rejection and 96.57% at 10% rejection.

In the approach of Sarbadhikari [58], the MLP with BPA is used to classify the
filter responses of the Fast Fourier Transformation (FFT) of different directional
band. For each bands response a histogram is created giving the powers of 256
frequencies which serve as input for the MLP. The algorithm was tested on images
that were derived from the training images, by adding some noise. Results up to
100% CCR were achieved, but overfitting effects have to be taken into account, so

that they are not meaningful.
Self Organizing Map (SOM) / Kohonen Map
The approach of Moscinska [59] proposed the usage of SOM for the extracted

OM. In a first step, image enhancement and skeletonization is done before OM

extraction. Then the SOM is trained to find delta patterns and their position
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within the OM and distinguish between arches, loops and whorls. Around 80% of

100 fingerprints were classified correctly.

Halici [60] extended the idea of Moscinska to the use of Multiple SOMs. The
OM and certainty map (derived during segmentation process) are used as feature
vectors (64 elements each). After a core based alignment, the features can be used
to train the SOMs. Since the proposed systems does a classification to more than
the Henry classes, an additional BPN is used to do the mapping to the Henry
classes. The proposed method was tested on NIST-SD4 and received 81% CCR
for 5 classes.

The SOM algorithm defined in [61] uses extracted singular points from the OM
for a correction of the OM in a first step. The used feature space is derived from
the 32x32 OM. A deterministic forgery algorithm is applied for clustering based
on some prototypes. The proposed SOM is capable of classifying 1600 fingerprints
of a NIST database into 4 classes with a CCR. of 88%.

A recent approach by Borra et al.[62] proposes extensive preprocessing and an
Adaptive Genetic Neural Network for classification. The preprocessing contains
a denoising of the input image and morphological transformations for image en-
hancement. An extracted feature vector (no further information given) is used
for training a Feed-Forward Neural Network. With the use a Genetic Algorithm,
the weights of the network are adjusted to gain better results. The algorithm was
evaluated on the FVC2000 database and gave a CCR of 97.56%. Since they lack
in giving information on the used features and the number of classes, the results

are not comparable.

Support Vector Machine

Since Support Vector Machine (SVM)[63] is a machine learning approach that is de-
signed for solving two-class problems, its application for fingerprint classification|[64]
tasks requires a network of multiple SVMs in order to distinguish more than two
classes[65]. Multiple types of SVMs are used for these networks. The One-vs-All

SVM is used to make a decision if the test vector belongs to one concrete class
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or any of the other possible classes. With the pairwise SVM, a decision is made
between two concrete classes or two disjunct subsets of classes. Combinations of
multiple SVMs of these types can be used to design an Error-Correcting Code
(ECC) system to lower classification errors[66]. Tt is further possible to apply an

explicit rejection rule for feature vectors depending on the minimum distance.

The use of SVM for fingerprint classification was introduced by Yao [65]. In this
approach the FINGERCODE is used as feature for classification as described in
[67]. Three combinations of the SVMs were tested on NIST-SD4 to classify into
five classes. Using five One-vs-All SVMs, 88% CCR was achieved while rejecting
1.8% of the fingerprints. The combination of ten pairwise SVMs can improve CCR
slightly to 88.4%. Best results were obtained by using a combination of both sys-
tems and fusing them to an ECC Scheme. The CCR for this scheme is 89.3%.

Min [68, 69] also described the use of FINGERCODE and SVM as classifier. 5
One-vs-All SVMs are used (one for each class) to create so called Decision Tem-
plates for each class, using training data. The Decision Templates of each class
are then clustered with the help of a SVM to obtain one Decision Profile per class.
For classification, the distance of the Decision Profiles to the Decision Template
of the probe is computed. The algorithm was tested on the NIST-SD4 and gave
a CCR of 90.4% (5 classes) and 94.9% (4 classes). It is notable, that the first
impression of fingerprints were used for training and the second for testing, which
might result in overfitting.

An alternative approach was given by [70]. While he also uses the FINCERCODE
as feature for classification, he also extracted singular point and ridge structure
information. The additional information is used within a naive Bayes classifier to
calculate the weights for the output of 5 One-vs-All SVMs. This allows dynamic
ordering based on the input fingerprint and improved classification performance.
For five classes, a CCR of 90.8% was achieved on the NIST-SD4. In case of am-

biguous class labels, all of them were considered correct.

In [71] a lot of preprocessing is applied to the image, containing a reject option

for low quality images. Filters are used on the image in order to find candidates for
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singular points (including the probability to be SP). Responses of complex filters
and the information extracted from the candidate singular points are used as fea-
tures. A predefined SVM System is used for classification. The best performance
observed on the NIST-SD4 is 93.5% for five and 95% for four classes.

Nearest Neighbor

The Nearest Neighbor or K-Nearest Neighbor classifier [72] uses the entire training
set for its class decision. During the classification, it compares the feature vector
of the probe to all the feature vectors of the training data and determines the k
training features close to the probe. The different approaches based on k-Nearest
Neighbor (kNN) classifier defer in the way, they calculate the distances between

vectors and how the class decision is done after obtaining the neighbors.

In Fritz work [73], a feature is used to classify fingerprints with the Nearest
Neighbor (NN) method. During the preprocessing, many enhancements are ap-
plied to the image and afterwards skeletonization is done. The feature vector is
received by using FFT on the image and employ the defined ‘wedge-ring” detector,
which aggregates FFT responses in predefined areas. The NN algorithm is used to
find the nearest reference vector for a given sample. On a small test set consisting

of 40 images, a CCR of 85% was achieved for classifying arches, loops and whorls.

Another approach was made by Wang [74], who used directional classification
together with kNN. In a first preprocessing step, the image quality is enhanced.
After the calculation of the OM, the core point is searched using Poincarémethod.
Around the core point, 16x16 blocks of the OM are extracted and their mean is
calculated. A k-Means is used for creating the clusters and 3 kNNs are used for
classification. On a reduced set of the NIST-SD14 89.4% of the fingerprint were
correctly classified into four classes. The CCR on their created database (1200
images) is 91.5%.

Rajanna et al. [75] tested and compared multiple feature extraction algorithms
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with kNN as classifiers. They used OMs, a generalized representation of it called
Orientation Collinearity Maps (OCs), Gabor filter responses and Minutia Maps.
Since Minutia Maps depend on level 2 features and results are worst of the tested
features, they are not further mentioned here. All tests were performed on the
NIST-SD4 to solve the 5 class problem. The CCR using OM was the best (85.53%)
compared to the other single classifiers (Gabor with 83.6% and OC with 76.76.5%).
Only the combined output of the classifiers using OM an OC could outperform
the best single classifier slightly (85.85%).

Luo et al.[76] take up the idea of kNN and use features for the classification.
First step of their algorithm is a preprocessing to reduce noise, as well as the de-
tection of a reference point. A Curvelet Transformation is used to create gray-level
co-occurrence matrices, from which the feature vector for classification is derived.
With help of 10-Nearest Neighbor classifier, a CCR of 94.6% for five classes and
96.8% for four classes was obtained on the NIST-SD4.

Classifier Comparison

Nyongesa et al. [77] did a benchmark of different neural network approaches,
namely MLP, RBF and Fuzzy-Neural Network (FNN). They used 7 features de-
rived from the OM and singular points like their relative position and orientations.
Results of classifying into five classes were reported for the NIST-SD4. The best

CCR of 92.55% was achieved using MLP. CCR for RBF and FNN were 88.85%
and 90.75% respectively.

In [78], Kristensen et al. compare different machine learning classifiers using the
FINGERCODE as a feature. They use the core of the fingerprint as reference point
to extract the feature vector for classification. SVMs as well neural networks based
on MLP, Bidirectional Associative Memory (BAM), Hopfield and Kohonen were
tested on a small database (512 images) with natural class distribution. Only
the MLP and SVM approaches produced noteworthy CCRs of 88.8% and 87%

respectively, without rejecting fingerprints.
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3.3.4. Graph Matching & Structural Approaches

Maio [79] introduced a new type of approaches by segmenting the OM into areas
containing similar slopes. The interconnection of the center points of these areas
form a graph that is then further analyzed. Thereby he makes the classification
problem to graph matching problem. By defining an arbitrary number of proto-
type/model graphs for each class that needs to be distinguished this method is
very flexible. The classification is done by the calculation of distances between the
probe and model graph. No tests on databases were performed to show classifica-

tion performance.

In the approach of Senior [80] fiducial lines are used on an enhanced and skele-
tonized image. The classification features are derived by analyzing the intersection
of the fiducial lines with the ridgelines and taking some measurements. By using
a two dimensional Hidden Markov Model (HMM) up to 90% CCR, were achieved
on subset of NIST-SD4.

Cappelli et al. [81] defined a graph based classification algorithm, called MASKS.
This algorithm utilizes segmentation of the directional image similar to [79] but has
some changes in the algorithms that do the work. A genetic algorithm is used to
improve the segmentation and to be more robust to local ridge direction changes.
Predefined dynamic masks are used to do a cost calculation for the transformation
of the template mask to the predefined ones. The lowest costs indicate the class
of the fingerprint. Since this approach was primary designed for continuous clas-
sification, results for exclusive classification classifying into five classes are lower
than other approaches. On the NIST-SD14, 85.7% CCR were achieved and 87.1%
on the NIST-SD4.

The proposed method of Jain and Minut [82] uses ‘Kernel Fitting’ for classi-
fication. The OM derived from a fingerprint image is analyzed using predefined
kernel functions e.g. unique circle for the loop class. The classifier tries to fit
the kernel functions to the OM and calculates scores on which the classification is

done. In their test, they were able to achieve a CCR 91.25% without rejection on
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the NIST-SD4.

An improved feature extraction algorithm for graph matching is presented by
Neuhaus and Bunke [83]. Within the OM directional variances are detected and
used to create the graphs. Prototype graphs for the different classes are used to
calculate the graph edit distance (GED) to the graph extracted from probe. The
class is then determined by the lowest GED. The performance was tested on NIST-
SD4 and CCR of 80.27% was achieved.

Jung and Lee[84] proposed an algorithm using Markov Model (MM) for classi-
fication. After enhancing and applying skeletonization, a ridgeline scanner is used
to extract the directional variations of the ridges. The compressed variation in-
formation are used as classification features. A MM for each class is used is then
used to classify input feature vector. The tests on the second half of a combined
set of FV(C2000-DB1 and FVC2002-DB1 shows a CCR of 80.1% for distinguishing

four classes.

In Liu[85] an approach based on adaboost decision trees is shown. After OM
calculation and image segmentation, the singular points are extracted using com-
plex filters. Different measurements of the SPs are used to obtain 16 dimensional
feature vector. The outputs of the decision tree are further normalized, so that
they can be interpreted as class probabilities. Testing results on the NIST-SD4
show CCRs of 95.7% (4 classes) and 94.1% (5 classes).

3.3.5. Other Classification Approaches

In the approach of Chong [86], a geometric representation of the fingerprint is used
for classification. Therefore, they group the ridgelines within the skeletonized im-
age to receive the global geometric shape of the fingerprint. By analyzing its
curvature they classify the sample into one of five classes. The algorithm was able

to achieve good results (96.6% CCR) on a small database containing 89 images.
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A Genetic Algorithm is used in Qi’s approach [87] to improve the performance
of the stated Probablistic Neural Network (PNN) by using a feedback mechanism.
With respect to a registration point, the directions of the OM are used as feature
vector for the PNN. With help of the genetic algorithm, the probabilities within
the net are updated to improve performance. Tests on the NIST-SD14 give CCRs
of 94% for five classes and 99% with 20% rejections. When decision is made
between four classes, 94.4% CCR are achieved.

Hu and Xie[88] show a similar approach to [87]. They use genetic programming
to optimize the distinctiveness of primitive features derived from the OM. After
that, a BPN is used to classify input fingerprints and return the two most probable
classes. If the output is reliable the class is directly determined. Otherwise, a SVM
is used for the distinction of the two classes. They results on the FVC2004 DB1
and DB2 show good CCRs of 96.4% for distinguishing four classes at 7.2% rejection
and 93.6% (with no rejection) as well as 96.2% (with 15% rejection) for five classes.

Park and Park [89] describe an approach using kernel discriminant analysis for
classification. With the help of Discrete Fourier Transformation (DFT) and direc-
tional filters, the image is preprocessed, before FFT is used to retrieve the OM.
The a core point is retrieved and directional vectors around the core point are
used for the discriminant analysis and class derivation. The tests were performed
on NIST-SD4. For the 4 class problem, the CCRs are 94% and 97.9% (at 20%
rejection) and for five classes 90.7% and 95.3% (at 20% rejection).

The approach of Tan et al. [90] uses genetic programming for feature learning.
The feature vector consists of the OM itself as well as additional information de-
rived from it. After the learning algorithm finished, a Bayesian classifier is used to
do class detection. The NIST-SD4 was used for testing and the classifier achieved
93.3% CCR for four and 91.6% for five classes.

Leung and Leung [91] make use of a simplified FINGERCODE as feature. They
use block wise filter responses around the registration point as features that are
reduced by applying Fisher’s discriminant analysis for creating the test data. A
Bayes classifier is used to classify the fingerprints based on the filter responses.

The results given are not in the form to be comparable to the other results stated
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here.

Vitello et al. [92] presented a method based on k-Means and naive Bayes clas-
sifier. The feature for classification is derived from the OM using fuzzy c-means
algorithm. The classification is done by applying the c-means algorithm, using the
probe and training set as input and use its output to decide class with naive Bayes
classifier. The approach was tested on a subset of PolyU Database (100 images)
and received 91% CCR.

Jung and Lee[93] proposed a new algorithm based on statistical analysis of the
ridge directions within a detected core block. The OM is derived by clustering the
input image and applying FFT to the blocks. Then MM that is trained to detect
core points is used to select the reference point for the center of a core block. Ori-
entation histograms are created for 4 regions within the core block and so called
local models are created. The classifier than calculates the probabilities of the
local models to belong to one of four classes. Results on the databases FV(C2000,
FVC2002 and FVC2004 show CCR of 97.1%, 97.8% and 97.3% respectively.

3.3.6. Multi Classifier Approaches

Within this section, all approaches are mentioned that use a combination of mul-
tiple classifiers in order to improve the classification performance. It is tried to
achieve the improvement by using (hopefully) uncorrelated features for different
classifiers, so that they produce uncorrelated errors. With that, they can set up
decision rules for combining the classifier[94] results like hierarchical /rule based or
voting based (majority votes, weighted votes).

A direct successor of [22, 56] is the definition of Pattern-Level Classification
Automation System (PCASYS)[95] as a reference system whose source code is
freely-available. The system applies image enhancement in the first step, before
extracting the OM. KL-Transformation is used to reduce the 1680 directional fea-
tures to 64. In contrast to [22, 56], they use a PNN for learning the features. An

additional line tracing algorithm is taken into account for detecting whorls with a
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high precision. By combining both, PNN and line tracer output, the system can
achieve a CCR of 92.2% without rejection and 96.5% at 10% rejection rate on the
NIST-SD14.

Based on the PCASYS approach Lumini [96] extended the idea to a continuous
classification system. In contrast to PCASYS, the outcome of the algorithm is no
an exclusive class but the ranking of the possibilities of belonging to the different
classes. The database search is done incrementally by looking into the batches
of different classes depending on the derived probabilities. This allows handling
ambiguous fingerprints without misclassifying them. Test show that the database
hit rate can be improved on NIST-SD4.

Within [67, 23], Jain et al. described a new representation for fingerprints using
filter responses, named FINGERCODE. In a first step, a reference point needs to
be found. When this reference point is found, it is set as registration point and the
area around this point is divided into 48 sectors. Four different Gabor filters are
applied to the point, so that a feature vector of 192 elements is obtained. They
tested different classifier together with this feature vector on the NIST-SD4. At
first a kNN was testes, which was able to classify 85.4% correctly into 5 and 91.5%
into four classes. By applying rejection-based threshold for neighbors and reject-
ing 19.5% of the fingerprints, the CCRs could be improved to 93.5% and 96.6%
respectively. When using a set of 10 pairwise SVMs and kNN for classification and
combining their outputs using a multiplexer, 90% (five classes) and 94.8% (four
classes) CCR were achieved. A trained neural network was able to classify 86.4%

(five classes) and 92.1% (four classes) correctly.

The purpose of [97][98][99] is to combine the MASKS [81] and Multispace
Karhunen-Loéve Transformation (MKL) based approach[100] for continuous and
multiple MKL based classifiers for exclusive classification. The MKL method uti-
lizes the OM and a registration point as feature input. With that, training data
is partitioned regarding the fingerprint classes and subspaces of the feature vec-
tors are created for each partition. New fingerprints are classified by the distance

to these subspaces. Therefore, they named the method Subspace-based Pattern
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Discrimination (SPD). Two types of classifiers were used in this approach. The
MKL-MIN selects the class with the smallest distance and MKL-KNN by deter-
mining the nearest subspaces. By combining these classifiers using majority voting
system, their test on the NIST-SD14 achieved 94.5% CCR without rejection and
99% when rejecting 17.5% of the fingerprints, with respect to the confidential-
ity of the distances. The combination with the MASKS was done for continuous
classification, where a combined distance to the subspaces served as foundation
of classification. The obtained class was searched for the test sample and search
space was further extended, until either a match was found or the entire database

was searched. In average 3.7% of the database were searched.

Cappelli et al.[101] took up their previous idea of MKL classifier [98] and built a
two-stage classifier from that, together with a so called SPD classifier. The MKL is
used in a first instance to find the two most likely classes of the probe fingerprint.
Based on that, one of the multiple trained SPD classifiers is selected to make the
final decision between the two classes. The SPD uses the OM as base for the
feature vector and it is reduced by KL-Transformation. To differentiate between
two classes, it was trained on the most discriminative features of the two classes.
They were able to achieve 96.6% and 95% CCR for four classes and for five classes
respectively without rejection on the NIST-SDA4.

In Pattichis [102] a similar approach to PCASYS is used. It differs in the way of
preprocessing and retrieving the directional information. Preprocessing is done us-
ing Amplitude-Modulation(AM) and Frequency-Modulation(FM) technique. The
obtained image quality is better than the initial approach and the extraction of
FM component gives the features for classification. Using this approach results in

less misclassified fingerprints but unfortunately, no detailed results are given.

In [103][104] Senior and Bolle extend the approach using fiducial lines and HMMs
[80] by fusing the results with an additional Decision Tree classifier. The features
for the second classifier are extracted at salient points on the ridgelines e.g. turning
point in the curve. By using this second classifier, it is supposed to include addi-

tional uncorrelated features to the classification process. Multiple test were per-
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formed on the NIST-SD4. The combination of the two defined classifiers achieved
a CCR of 91% for the four-class problem when taking into account the class priors.
When further merging the PCASYS [95] classification system, the CCR could be
increased to 94.9%.

Marcialis et al.[105] describe a system consisting of a combination of Recur-
sive Neural Network (RNN) output for relational graphs and MLP based on
FINGERCODE[67]. The combination of the classifiers is done by using a kNN.
Tests were performed on the NIST-SD4, which showed CCR of 87.88% for distin-
guishing five classes.

The approach of Yao et al.[106] bases on [105]. They propose a combination
of RNN and SVM classifiers after comparing different classifiers and features. In
this work they contrast the usage of FINGERCODE [67] and relational graphs [81]
as features together with RNN, SVM and MLP as classifiers. They found that a
combination of RNN extracted features from the relational graphs and FINGER-
CODE features together in an ECC SVM system produces the best results. The
approach was tested on the NIST-SD4. At a rejection rate of 1.8%, CCRs of 94.7%
(5 classes) and 90% (4 classes) were achieved. When allowing rejection of 20%,
the CCRs will increase to 98.4% for four and 95.6% for five classes respectively.

Further measurements for the single classifiers are provided in the paper.

The approach of Han [107] fuses the idea of machine learning with a set of rule.
For the machine learning part, a reference point is searched by detecting singular
points (using Poincaré) or maximum curvature. 100 blocks of the OM from around
this point are then used to create a 300-dimensional feature vector by applying
a statistical analysis. The rule-based system is based on the singularity informa-
tion. When fusing both classifiers, they achieve 93.23% CCR for five-class problem

without rejection.

Shah and Sastry[108] designed a line-detector for processing the input image
and obtain the skeletonized fingerprint. They used the OM to create 2 feature
vectors, one based on the directions around the center of the image and the other

one with the direction around a detected center of the fingerprint. The classifiers
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kNN, Fast-Forward Neural Network (FFN) and SVM were compared and found
to produce similar results. SVMs and FFN were set up in a hierarchical structure
to separate arches from the loops and whorls and then distinguish four classes.
The kNN classifier is improved by using the SVM vectors as prototypes. This
decreases the complexity neighbor search. The different setups were tested on
the NIST-SD14 and produced CCRs of 97.07% for the SVMs, 99.29% for kNN
and 97.96% for the PNN. It should be denoted, that the documented results were

achieved with overlapping training and test data.

The combined approach of Cao et al.[109] uses hierarchical combination of rule
based, kNN and SVM classifier. In a first stage, complex filter responses for sin-
gular point detection are used to find arches and whorls. Secondly, a kNN is used
to get the two most likely classes from a combined feature vector consisting of OM
and filter response, reduced by principal component analysis. SVMs are then used
to distinguish between those classes. For the loop and whorl classes, they further
use ridgeline tracing for distinction. The NIST-SD4 was used for testing. CCRs
of 95.9% for five-class and 97.2% for four-class problem were achieved without

rejection.

Depending on the survey of Galar et al.[15], they selected a set of approaches([95,
30, 81, 67, 98, 28, 77, 108, 29, 70, 71, 85, 91, 110]) for testing within a defined
framework[16]. They not only reimplemented the classification approaches from
feature extraction to classifier but also used the feature extraction together with a
bunch of reference classifiers, namely kNN, SVM and C4.5[111]. The evaluation of
the approaches and different classifiers was done on multiple synthetic databases of
different quality, created by SFinGe[112], as well as the NIST-SD4. Since the eval-
uation is very complex and many combinations of the previous named approaches
and classifiers were tested, the original paper should be consulted for detailed in-
formation. In the following, only the best performing combination of the classifiers
is described. It uses multiple SVMs with RBF kernel for each of the features from
Hong 2008[70], Liu 2010[85], Zhang 2004[28] and Cappelli 2002[98]. The output
of the four classifiers is combined after each of them presented its desired class.

Either consensus vote or majority vote was used for combination. It has to be
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taken into account, that the consensus mode leads to a rejection if not all of the
classifier outputs correspond and therefore a higher amount of fingerprints is re-
jected in favor of a better CCR. The tests on the different databases show good
results for combination using consensus mode (98.45% to 99.5%) but also high
rejection rates (ranging from 17.5% up to 43.3%) which could render the classifier
combination not useful, depending on the database. Majority mode could improve
the rejection rate (3.3% to 21.3%) but would also decrease the CCRs (93.4% to
98%).

Peralta et al.[113] propose a identification system, containing fingerprint clas-
sification subsystem based on the findings of [15]. For their system, they tested
different combinations of feature extractors together with random forests and SVM
as classifier. They came up with a two level classification system in order to pre-
vent rejections. Depending on the first feature that is based on [70], the fingerprint
might be rejected or not. If the fingerprint is not rejected, it will be classified us-
ing level 1 and level 2 if the feature extraction fails. The major difference of the
two levels is the feature set used. Level 1 uses features described by Hong[70],
Liu[85], Nyongesa[77] and Leung[91], whereas level 2 leaves out the Hong features.
For both of the levels, a random forest is trained to find the most discriminative
information for the final feature vector of reduced size. With that, the training
data for the SVM classifiers could be extracted. Tests on the databases NIST-SD4,
NIST-SD14 and a SFinGe created database (400,000 fingerprints) revealed CCRs
of 92.97%, 93.76% and 94.38% respectively, without rejecting fingerprints.

3.4. Summary

After reviewing the above- mentioned works, it can be said that the variety of dif-
ferent approaches makes it hard to compare and rate them. This is due to multiple
reasons:

The most important is that the datasets on which the tests were performed differ
in size, quality and distribution. Even if the same databases are used, the dif-
ferent partitioning into test and training data affects the algorithms performance

and comparability, especially for the machine learning approaches. Besides that,
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some of the fingerprints within sensor captured databases can have ambiguities
regarding their class if the ground truth is created by multiple human experts and
the fingerprint does not clearly belong to one of the defined classes. The authors
of the approaches use different strategies to deal with the ambiguous fingerprints
like removing these images from database, accepting only one or multiple ground
truth classes.

Another major point is the number of classes used for classification. It is obvious,
that having an algorithm designed for distinguishing three classes will perform
better compared to those classifying into five or more classes. Since for example
tented arch and loops can have very similar feature distribution, its distinction is a
more challenging task than selecting between whorl and arch. Similar to the find-
ings in [15] it can be said that the authors of the papers offer information on their
approaches at different levels of details. While some of them state each possible
parameter for configuration, other only give a high-level description with a lack of

details. This can lead to problems for reimplementing the stated approaches.

When contrasting the different types of classification approaches some basic ob-
servations can be made. Nearly all of the approaches somehow rely on the OM
in the first step, except those using the raw or at most the preprocessed image.
Preprocessing is another task in most of the proposed methods but it is not clear if
papers without information on preprocessing completely skip this step or just not
mentioned it. Apart from [25] no recent approach was made for using syntactic
classification of fingerprint. Moayer showed that syntactic representation could
serve for this purpose but a complex grammar needs to be defined for automatic
classification. This complexity might be one of the main reasons why so few works
base on syntactic classification to date.

The rule-based classification approaches mentioned in Section 3.3.2 show advan-
tages towards any machine learning approach because they do not necessitate
training data and after the feature extraction, a quick decision can be done based
on a small set of rules. Since most of them somehow rely on the extraction of
singular points from the input fingerprint, this is a crucial step and the classifica-
tion performance can highly rely on its accuracy. Especially those methods using

relative measures between the singular points will suffer from inaccurate feature
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extraction.

The machine learning methods are capable of managing more complex feature
vectors and making their decision based on those. While training of SVMs and
classifying with them can be done very efficiently depending one the learning strat-
egy, the training of neural networks can be a challenging task. Both approaches
are fast in classification in contrast to kNN classifier, thats running time during
classification is highly dependent on the number of prototypes because distance
measurement with the probe has to be done for each prototype. The more proto-
types are used, the better the classification performance will be but it results in
worse classification speed.

The graph matching approaches from Section 3.3.4 tend to have lower classification
accuracy than others. This is because they are primarily designed for continuous
classification approaches instead of exclusive classification. The outcome is the
similarity to the different classes, which is used to define a order in which database
searches are performed.

The most promising works regarding the classification performance make use of
the advantages of different classifiers and features by fusing them. However, the
combination of different approaches requires a good fusion strategy and classifier
selection. Hierarchically arranged classifiers offer opportunities for doing a step-
wise classification based on the reliability of the classifiers output. Without the
definition of hierarchy, the classifier outputs can be fused by applying different vot-
ing schemes like majority or consensus voting which will directly affect the CCR

and rejection rates, as can be seen in [16].

Having in mind that the comparison of the approaches is difficult due to the
before mentioned reasons and information on the different approaches might be
incomplete, is difficult to select possible approaches as a basis for testing within
this thesis. Except the PCASYS system of Candela et al.[95] none of the other
approaches deliver any sources to their papers, what makes it necessary to have a
reimplementation of the approaches. Fortunately Galar et al.[16] performed exten-
sive testing of different feature extraction methods and classification approaches
and therefore reimplemented some of the methods. They provided the source

code together with their paper to enable others building and testing classification
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systems with no need for reimplementation. This work will serve as a basis for

implementation of the classification system in chapter 5.

All reviewed approaches of the previous sections can be found within Table 3.1.
The table states the best testing results as well as the used databases for each
of the approaches. Further information is given regarding the class distribution,
size of the database and the handling of ambiguous class labels. Due to the FBI
requirements of at least 99% CCR at a maximum of 20% rejection rate[30], the
presented results are selected with respect to that. If multiple rejection rates were
reported, then results with the lowest (including 0%) and the first rejection rate,
lower or equal to 20% are presented. The entries are ordered by year and contain
information on the type of approaches, databases used as well as the achieved

CCRs and corresponding rejection rates.

Table 3.1.: Different classification approaches and their best results on different

databases
Ref.  Author Year Type DB Classes CCR Reject
[20]  Moayer 1975 SYN  other 7 92.5% 13%
[21]  Moayer 1976 SYN - - - -
[26] Rao 1976 RUL  other - - -
[24]  Rao 1980 SYN  other 7 91.66% -
[27]  Kawagoe 1984 RUL  other 6 91.48% -
[47)  Hughes 1991 ANN  other - - -
[48]  Bowen 1992 ANN  other 4 93.6% -
[22]  Wilson 1992 ANN  SD4 4 81% / 89.3% -/ 10%
[49]  Kamijo 1993 ANN  other 5 86% -
[59]  Moscinska 1993 ANN  other 3 80% -
[56]  Wilson 1994 ANN SD4 5 90.2% 10%
[95]  Candela 1995 MUL SD14 6 92.22% / 96.5% -/ 10%
[57] Wilson 1995 ANN SD4 5 92.2% / 96.57% -/ 10%
(73] Fitz 1996 NN other 3 85% -
[60]  Halici 1996 ANN  SD4 5 81% -
[30] Karu 1996 RUL SD4 4/5 93.9% / 91.3% 10%
RUL  SD9 4/5 91.4% / 90.1% 10%
[79]  Maio 1996 STR - . - -
[31]  Ballan 1997 RUL - . ; -
[86]  Chong 1997 OTH other * 5 96.6% -

44



3. Related Work

Table 3.1.: Different classification approaches and their best results on different

databases

Ref.  Author Year Type DB Classes CCR Reject

[50]  Geng 1997 ANN SD4 2 98.2%

[96]  Lumini 1997 MUL SD4 ™ - continuous -

[80]  Senior 1997 STR SD4 " 4 90% -

87 Qi 1998 - SD14 4/5  948% / 94%
- SD14 5 99% 20%

[58]  Sarbadhikari 1998 MLP  other * 5 up to 100% °

[81]  Cappelli 1999 STR SD4™ 5 87.1%
STR SD14 " ) 85.7%

[36) Hong 1999 RUL SD4 4/5  97.6% ) 92.3% 20%

[67] Jain 1999 KNN SD4 4 91.5% / 96.6% / 19.5%
KNN SD4 5 85.4% / 93.5% / 19.5%
ANN SD4 4/5 92.1% / 86.4% -
MUL  SD4 4/5  94.8% / 90% -

[07]  Cappelli 2000 MUL SD14 5 94.4% / 99% / 17.5%

[38]  Cho 2000 RUL  other 4 92.3% -

[61]  Bernard 2001 SOM NIST e 4 88% -

[105] Marcialis 2001 ANN SD4 5 87.88% -

[51]  Nagaty 2001 ANN  other 4/5 99%/98.8% ° -

[102] Pattichis 2001 MUL SD4 - - -

[103]  Senior 2001 MUL SD4 4 94.9% -

65 Yao 2001 SVM  SD4 5 89.3% -

[98]  Cappelli 2002 see Cappelli 2000 [97]

[25] Chang 2002 SYN SD4 5/7  93.4% / 94.8% 5.1%

[82]  Jain 2002 STR  SD4 4 91.25% ° -

[52) Mohamed 2002 ANN SD4 5 98.5% © -

[74]  Wang 2002 KNN SDI14 " 4 89.4% -
KNN  other 4 91.5%

[101] Cappelli 2003 MUL SD4 4/5  96.3% / 95.2% -

[106] Yao 2003 MUL SD4 4 94.7% / 98.4%  1.8% / 20%
MUL  SD4 5 90% / 95.6%  1.8% / 20%

[99]  Cappelli 2004 see Cappelli 2000 [97]

[39] Dass 2004 RUL SD4 4 94.4% * -

[32]  Klimanee 2004 RUL  other 6 91.3% 4.5%

[77]  Nyongesa 2004 ANN SD4 5 92.55% -

[89]  Park 2004 - SD4 4 94% / 97.9% -/ 20%
- SD4 5 90.7% / 953% -/ 20%
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Table 3.1.: Different classification approaches and their best results on different

databases
Ref.  Author Year Type DB Classes CCR Reject
[104]  Senior 2004  see Senior 2001 [103]
[108]  Shah 2004 SVM SD14 " 4 97.07% ° -
KNN SD14 " 4 99.29% © -
ANN SDi14 " 4 97.96% ° -
[40]  Wang 2004 RUL SD4 5 82% / 94% v -/ 14.4%
28]  Zhang 2004 RUL SD4 4/5  92.7% ) 84.3% -
[107] Han 2005 MUL SD4 5 93.23% -
[83]  Neuhaus 2005 STR SD4 5 80.27% -
[00] Tan 2005 - SD4 4/5  93.3% ) 91.6% -
[68]  Min 2006 SVM  SD4 4/5  94.9% / 90.4% °
[78]  Kristensen 2007 SVM  Other * ™ 4 87% -
MLP  Other * " 4 88.8% -
[20]  Wang 2007 RUL SD4 5 88.6% -
[42]  Fan 2008 RUL SD4 7 * 3 97% -
[70]  Hong 2008 SVM  SD4 4/5  94.9% / 90.8% -
7] Li 2008 SVM  SD4 A/5  95% ) 93.5% 1.8%
[43] Liu 2008 RUL SD4 4/5 94.38% / 91.62% 1.55%
RUL SD14 5 89.15% 3.07%
53]  Jin 2009 ANN SD24 5 91.4% -
[84] Jung 2009 STR  FVC00/02 * 4 80.1% -
37 Liu 2009 RUL SD4 5 95.6% -
[33] Msiza 2009 RUL FVC02-1 4/5 84.5% / 83.5% -
[41]  Wang 2009 RUL FVC02/04 5 96.96% 0.8%
[88] Hu 2010 MUL FVC04 4 96.4% 7.2%
MUL FVC04 5 93.6% / 96.2% -/ 15%
[85] Liu 2010 STR SD4 4/5 95.7% / 94.1% -
[69]  Min 2010 see Min 2006 [68]
[75]  Rajanna 2010 KNN SD4 5 85.85% -
[91]  Leung 2011 - FvCo00/02 ° - - -
[54]  Thepade 2012 ANN  other ® 5 80%
[109] Cao 2013 MUL SD4 4/5  97.2% / 95.9% ! -
35]  Guo 2014 RUL FVC00/02/04 4 92.74% -
[76]  Luo 2014 KNN SD4 4/5  96.8% / 94.6% -
[02]  Vitello 2014 - PolyU * 4 91% -
(34  Webb 2014 RUL FVC02-1 5 91.1% -
RUL  FVC04-1 5 91.8% -
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Table 3.1.: Different classification approaches and their best results on different

databases
Ref.  Author Year Type DB Classes CCR Reject
[44]  Dorasamy 2015 RUL SD4 5 80.51% 12%
RUL FVC02-1 5 90.11% -
RUL FVC04-1 5 88.98% -
[93]  Jung 2015 - FVCO00 4 91.1% -
- FVC02 4 97.8% -
- FvCo4 4 97.3% -
[45]  Chua 2016 RUL SD4 4/5 88.3% / 92.13% -
[55] Wang 2016 ANN SD4 4 91.4% / 93.1% -
[62]  Borra 2017 ANN FVC2000 - 97.56% -
[113] Peralta 2017 MUL SD4 5 92.97% -
MUL SDi14 5 93.76% -
MUL SFinGe 5 94.38% -

e no details on the database
"™ natural distribution

f for ambiguous labels, only first label assumed correct
b for ambiguous labels, both labels assumed correct
 over-fitting due to overlapping training and test data

S small test set
" reduced database set
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Before setting up a fingerprint classification system based on the previously men-
tioned features and methods, we need to determine if there could be any possible
performance gain for using multiple finger’s classes for database binning. Within
this chapter, the analysis of the fingerprint databases regarding the distribution of
fingerprint classes as well as the correlation of classes between the fingerprints of

a hand is described.

4.1. Datasets

The following section will outline the process of database selection for the planned
analysis. Therefore, the requirements on the fingerprint databases will be outlined

and the available databases are evaluated against these requirements.

4.1.1. Requirements

In order to have a proper selection of the data used for the planned analysis, some
basic requirements were defined. On the one hand, the requirements offer the pos-
sibility to compare the available databases and they also serve as arguments for

or against their usage within the analysis.

The following requirements were defined:

Ground Truth for fingerprint classes
The most important requirement on the data is the presence of ground truth
information on the fingerprint classes in each image. Absence of this infor-
mation renders the dataset useless for the planned analysis since no statistics

can be produced.
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Natural Class Distribution
A further important point is the class distribution within the database. The
data should represent an extract from a real world database, without any
pre-selection or filtering of the data regarding the fingerprint classes. If this
is not the case, any statistics calculate from the data is useless since it does

not represent natural data.

Number of subjects
In order to receive statistically significant results, the underlying dataset for

the collection of the statistical data should have a large number of subjects.

Multiple adjacent fingers
To be able to analyze the correlation of fingerprint classes between multiple
fingers of a person, the dataset should include fingerprints of more than one

finger per hand.

Both hands
For the comparison of statistics from right and left hand, fingerprints of both
hands of a subject should be included in the dataset.

Image Quality
The images of the database should be of a good quality for later evaluation
purposes. This means that the ridgelines are clearly visible, since the feature
extraction algorithms of proposed system in the next chapter should be able

to work with the images from the dataset.

4.1.2. Dataset Selection

The related work study as well as some additional research led to a list of candi-
date fingerprint databases, often used for scientific research. An overview of the
databases can be found in Table 4.1. It has to be mentioned that during the cre-
ation of this work, the publicly available databases provided by National Institute
for Standards and Technology (NIST) have been withdrawn and are no longer
available to download.

Even though most of the database looked very promising with regard to the num-
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Table 4.1.: Candidate fingerprint databases for statistics calculation
Database | Images Subjects Fingers Impres. Res. Format DPI  Quality Distrib. Cls.

CASIA .
FPV5 20000 500 8 5 328x356  bmp - plain - -
. scanned/ B
NIST 4 4000 2000 1(mixed) 2 512x512  png 500 rolled ink equal 5
NIST9 | 54000 2700 10 2 83x768  png 500 SAMed/ il 5
rolled ink
NIST 14 same as SD9 wsq see SD9

scanned/ selected

NIST 10 5520 552 10 1 832x768 png 500 rolled ink  classes 5
256x400 .
MCYT 79200 330 10 12 300x300 bmp 500 plain - -
SFinGe 1 | 1500000 10000 10 15 416x560 png 500 plain natural 5
SFinGe 2 | 1500000 10000 10 15 416x560  png 500 plain equal 5
NIST 20 | 4320 216 10 2 png 500 Molled/ .
plain
NIST 30 see SD29 1000 see SD29

ber of subjects or contained fingers, they lack in providing the required ground
truth for the fingerprint classes. These were namely the CASIA FPV5 [114],
MCYT [115] as well as both NIST databases SD29 and SD30. Therefore none
of them was suitable for the context of this thesis. Further, the author refrained
from the usage of the NIST SD10 database. The problem with this database is the
pre-selection of subjects that own specific fingerprint classes, since it was created

as a supplementary database for the NIST SD9.

The databases named SFinGe consist of algorithmically generated fingerprints
using the ‘Synthetic Fingerprint Generator’ of the University of Bologna [112].
It is obvious that artificial fingerprints are not suitable for a statistical analysis
because their class distribution is either equal for all classes or based a given sta-
tistical distribution. These databases might serve for later evaluation within this

work.

The NIST SD4 database contains one fingerprint of 2000 subjects in 2 impres-
sion. As the database was designed to have equal class distribution to five fin-
ger classes it is not suitable for a statistical analysis but since it offers prepro-
cessed/cropped images, it can be used for training a machine learning classifier

within the proposed system. The equal class distribution allows us to train a clas-
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sifier without any bias towards some class.

Only the NIST databases SD9 and SD14, which are the same datasets with
different image formats (png and wsq), remain out of the determined list. The
database consists of the scans from 5400 ten-print cards of the United States’
FBI. 2 cards from 2700 subjects provide 27,000 different fingerprints, without any
known pre-selection. Its class labels were assigned by examines. That makes it the
only suitable database for analysis. For the statistic calculation, some preparation

had to be done towards to following remarks:

e Since the database contains scans of two ten-print cards, only the first cards

were used for statistics. The second card would be redundant information.

e Few of the fingerprints are classified as Scratches (S), which means they were
not able to assign it to one of the valid classes. Therefore, the fingerprints

of all hands containing such a S class were removed from the statistics.

removed right hands of subjects: 172, 297, 328, 966, 1238, 1479, 1805,
1839, 2591

removed left hands of subjects: 141, 212, 475, 832, 1053, 1253, 1849, 1881,
2525, 2612

Within the scope of an upcoming project of the da/sec Group at HDA, the
‘Federal Criminal Police Office’ of Germany, one of the project partners, kindly
provided an excerpt of information taken from their fingerprint database. At this
point, the author wants to point out that none of the received data contains any
sensitive or person related information.

The received data consist of the class labels from all ten fingerprints of the sub-
jects within their database. It has to be mentioned, that in contrast to the NIST
SD9 database only 4 fingerprint classes are distinguished. Both of the Arch classes
(Arch and Tented Arch) were combined into one class. As the classes were au-
tomatically determined by algorithm, they further provided multiple class labels
with decreasing probability for the case that the detected class is ambiguous. For
our analysis, only the first class label for each finger was used in order to get com-

parable results to the findings of the SD9 database. The presented tables base on
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the class labels of ca. 26,000 subjects.

The results will be presented within the subsequent sections.

4.2. Class Distributions

The subsequent Tables 4.2 and 4.3 provide the information on class distribution
among the NIST SD9 database and the BKA data respectively. The tables show
a relative measurement of each class among all instances of the specified finger.
The values for hand and all fingers represent the combined probabilities of related
fingers. For a more visual comparison of values within the two before mentioned
tables, compare Table 4.4. It consists of a heatmap, which contrasts their values
with different color encodings for higher and lower values. This allows a fast

capturing of the major differences.

Table 4.2.: Fingerprint Class Distribution for SD9

A L R T W
right thumb | 3.49% 0.71% 48.94% 0.22% 46.64%
right index | 5.61%  14.72% 39.43% 7.06% 33.18%
right middle | 4.76% 1.30% 69.49% 2.94% 21.52%
right ring 1.19% 1.41% 49.61% 1.19% 46.60%
right small | 0.93% 0.19% 79.41% 0.82% 18.65%
right hand | 3.20% 3.66% 57.38% 2.45% 33.32%
left thumb 5.50% 53.31% 0.93% 0.48% 39.78%
left index 5.84% 37.73% 15.17% 9.63% 31.64%
left middle | 5.61% 67.36% 1.49% 5.06% 20.48%
left ring 1.90% 58.66% 0.48% 1.67% 37.29%
left small 1.26% 83.94% 0.22% 1.08% 13.49%
left hand 4.02% 60.20% 3.66% 3.58% 28.54%

all fingers ‘3.61% 31.93%  30.52% 3.01% 30.93%

The first obvious observation, when looking on Table 4.2 is that right loop
(30.52%), left loop (31.93%) and whorls (30.93%) are the most common classes
for the SD9 dataset, where as the both arch classes -arch (3.61%) and tented

arch (3.01%)- have lower occurrence. Similar results can be found for the left loop

52



4. Data Analysis

(31.11%) and whorl (31.22%) of the BKA data with the difference that the missing
tented arch classes leads to higher values for right loop (35.77%) and less arches
(1.91%).

Arches The two arch classes have by far the lowest probability among all classes
(~2-3.5% each), both in BKA and SD9 data. Table 4.2 shows only few occurrences
of tented arches within thumb, ring and middle finger of both hands and higher
values for index and middle finger, whereas the arch has few occurrences only in
ring and small fingers. The total distribution of the arch class is lower within the

BKA data but ratios between fingers are similar.

Whorl Class When comparing the class distributions for whorl class in both
datasets, one can see that for each finger, very similar probabilities exist with a
maximum difference of ~3% for the index fingers. The combined probabilities for
the left hand, right hand and all fingers differ for only 0.2%-0.6%.

Loop Classes The comparison of the loop classes creates a different impression
regarding the similarity of the datasets in terms of class distribution. As Table 4.2
show, the probabilities for right classes are much higher for fingers of the right
hand than they are for the left hand. Left loops have only low occurrence in right
hands (<2%), except for the right index finger(~15%). The opposite behavior
can be observed for fingers of the left hand. When comparing this finding to
Table 4.3, it can be seen that the distributions of the loops are somehow swapped.
The communication with the distributor revealed, that its very likely an issue of
the system which makes incorrect use of the class labels. In this case, the class
distributions would match to those presented in Table 4.2 with minor differences
for the right loop (~3%) and
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Table 4.3.: Fingerprint Class Distribution for BKA data
A L R W
right thumb | 1.49% 49.02% 0.57% 48.91%
right index | 4.23% 36.62%  22.41% 36.74%
right middle | 2.17% 74.24% 2.66% 20.92%
right ring | 0.65% 50.84%  1.56% 46.95%
right small 0.38% 83.47% 0.56% 15.59%
right hand 1.79% 58.84% 5.55% 33.82%
left thumb 2.60% 0.42% 57.75% 39.23%
left index 3.60% 16.35% 45.48% 34.57T%
left middle 2.66% 1.70% 74.01% 21.63%
left ring 0.81% 0.62% 62.00% 36.57%
left small 0.47%  0.19% 88.08% 11.27%
left hand 2.03% 3.86% 65.46% 28.65%

all fingers ‘1.91% 31.11%  35.77% 31.22%

NIST SD9 BKA
AL RTW|ALIRTW

right thumb
right index
right middle
right ring
right small

100%
75%

right hand 50%

25%
0%

left thumb
left index
left middle
left ring
left small

left hand

all fingers
Table 4.4.: Heat Map for Class Distribution of SD9 and BKA data
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4.3. Correlation Analysis and Workload Reduction

This section provides the statistics of the correlation analysis of the NIST SD9
and presents the possible workload reductions based on that. For this analysis,
we had a look on the different combinations of class labels within the different
subjects’ hands and created statistics on its occurrences. Each table describes the
occurrences of combinations for a defined number of adjacent fingers within either
right or left hand. Grouping of the table is done by the used adjacent fingers.
For example, Table 4.6 shows the correlation of two fingers classes on the right
hand. The first probabilities were calculated for the right thumb and index finger,
whereas the second column of probabilities describes right index and middle fin-
ger correlation. The first combination is always starting with the class of thumb
together with its adjacent finger(s). Compare Figure 4.1 for a visualization of ad-

jacent fingers.

a b

Figure 4.1.: The above figures show the adjacent fingers, right index and middle
(a) and left index, middle and ring finger (b)

The size of tables was reduces for the sake of clarity, so that only the top ten class
combinations are included within the tables of this section!. All tables shown here,
base on the information of the SD9 dataset and its 5 fingerprint classes. Further
tables were created by fusing its arch classes and by an analysis on the basis of pro-
vided BKA data. These secondly mentioned tables can be found in the appendix B

and C of this thesis, since they show similar distributions as the following tables do.

!The complete tables will be provided on a CD together with this thesis
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4.3.1. Possible Workload Reduction

For a naive approach, the average number of comparisons required to identify a

probe within a closed set scenario can be described by

n*(n+1)

m x 5

, where n is the number of enrolled subject and m denotes the number of finger-
prints to be compared for identification. The function fits if we stop comparison
as soon as a comparison scores above a given threshold is retrieved. As an ex-
ample, we take the database SD9. If we define one potential finger that should
be utilized to identify the subject within the database (e.g. right index), then
all the references of all enrolled subjects will be compared subsequently and at
some time a match is found and the search can be stopped. Since the closed set
scenario considers all attempting probes to be enrolled to the database [12], the
stopping point will occur as soon as the index at which the subject is saved within
the database is reached. If we search for each subject within the database, those
indices will be 1,2, 3, ...,n. For the SD9 database and searching for one finger, the

formula looks as follows:

|, 2700 (2700 + 1)
2

= 3,646, 350

This would be the average number of comparisons done to search all 2700 subjects

for a given fingerprint.

The classification system approach, defined in section 5.3, allows an extension of
this formula by taking into account the binning of the database. Instead of search-
ing the entire database for each attempt, we only search within the database bins,
ordered by their probability regarding classification outcome. For determination
of the maximum possible workload reduction, we assume a perfect classification
and matching algorithm. That means, after the classification step, we will always
search in the correct bin. And due to the perfect matcher, we can stop the search

as soon as we found the subject within that bin.
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Therefore, we can take the previous formula to define the average search times
within each bin and sum up all these search times. Note, that now n; defines the
size of the i-th bin and N the number of bins.

; 2

The following example will show the possible workload reduction for the case
that the right index finger will be used for comparison and classification is done
using right index and middle finger. The size of bins for the SD9 database regard-

ing this two fingers is given in Table 4.5%2. If we use the formula above, we get

AA 66 |LA 13 |RA 26 |TA 21 | WA 2
AL 0 |LL 22 |RL 5 TL 3 WL 5
AR 65| LR 278 RR 946 | TR 153 | WR 430
AT 17|LT 17 |RT 27 |TT 11 |WT 7
AW 3 |LW 66 |RW 58 |TW 3 WW 449

Table 4.5.: Bins for right index and middle finger on SD9

the number of 702,216 comparisons. In relation to the naive approach, these are
~80% less comparisons. Since these values require perfect classification they do
not represent actual workload reduction, but it can be used to have a lower bound

for comparison with later tests using real classifiers.

The described method can be used to analyze the possible workload reductions
for all combination of adjacent fingers for the SD9. In the following subsections,
the correlation information is stated together with an analysis of possible workload
reduction using the 5 classes. For the calculations, the above formulas are used.
The naive approach as a reference and the sum over the average workloads for

searching within the bins as

2Note that the values wont sum up to 2700 since 7 finger combinations contained fingers labeled
as scars. Within a real system, those could be handled by an additional bin for others.
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4.3.2. Workload Reduction for 2 Fingers

If we have a look on Table 4.6 and Table 4.7, we can see that the correlation of
right loops and whorls is very high for right hands. The same applies for left loops
and whorls for the left hand. Other class combinations especially those containing
one of the arch classes, left loops in right hands or right loops in left hands, are

very rare.

Table 4.6.: Two Finger Correlations for right hand fingers on SD9
thumb index middle ring
index middle ring small

WW  26.53% | RR  35.12% | RR  41.66% | RR  46.93%

RR  25.94% | WW  16.69% | RW 25.75% | WR  29.73%
WR  11.82% | WR  15.98% | WW  19.47% | WW  16.76%
RL 821% | LR 10.33% | AR 290% | RW  1.67%
RW  6.43% | TR  565% | TR 230% | TR 1.11%
WL 6.02% | LW 245% | WR  2.04% | LR 1.04%
RT 513% | AA  2.45% | RL 1.15% | AR 0.59%
RA  323% | AR 242% | AA  0.93% | RT 0.52%
WT  1.64% | RW  2.16% | RT 0.74% | AA  0.41%
AA 1.45% | RT 1.00% | LR 0.71% | RA  0.3™%
rest  3.60% | rest  5.76% | rest  2.34% | rest  0.85%

As the tables show, the distribution of subjects among the different bins is very
uneven, what has an impact to the possible workload reduction achieved if the
respective fingers are used for binning. Table 4.8 states the possible workload
reductions for the combinations of fingers as described in the above tables. The
calculation was done using the extended formula from subsection 4.3.1 for the SD9
database. When looking on the results for possible workload reduction, one can
find that the lowest workload is achieved using thumb and index finger of either
of the hands, while the worst reduction is achieved for ring and small finger.

If we compare those results to both correlation tables, then we notice that those
finger combinations showing a high correlation between their finger classes, can
achieve less workload reduction than those with lower correlation (thumb and

index, index and middle finger).
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Table 4.7.: Two Finger Correlations for left hand fingers on SD9
thumb index middle ring
index middle ring small

LL 24.05% | LL 3242% | LL 46.51% | LL 55.58%
WW  21.56% | WW  16.17% | LW  19.41% | WL  25.69%
WL  11.34% | WL 14.91% | WW  17.10% | WW  11.38%
LR 9.59% | RL 10.71% | TL 4.13% | LW 2.04%
LW 9.48% | TL 7.21% | AL 3.42% | TL 1.49%

LT 7.10% | AA 2.94% | WL 3.38% | AL 0.93%
WR 4.91% | LW 2.64% | AA 1.38% | AA 0.711%
LA 3.09% | AL 2.12% | RL 1.23% | LT 0.48%
AA 2.04% | RW 1.45% | LT 0.71% | LA 0.45%
AL 1.93% | RT 1.45% | AT 0.56% | AT 0.26%
rest  4.91% | rest  7.99% | rest  2.19% | rest  1.00%

Table 4.8.: Possible Workload Reduction for 2 Fingers
first finger ~ Comparisons % of naive

left thumb 528,524 15%
left index 629,451 17%
left middle 1,044,008 29%
left ring 1415 647 39%
right thumb 619,573 17%
right index 702,216 19%
right middle 1,022,995 28%
right ring 1,230,814 34%
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4.3.3. Workload Reduction for 3 Fingers

Similar to the findings for combinations of two fingerprint classes, we can see that
also for three fingers, some classes seem to strongly correlate. For both hands, these
classes are the whorls as well as the appropriate loop (right loop for right hand
and left loop for left hand). The distributions shown in Table 4.9 and Table 4.10
reveal that the average size of the bins decrease, while there are still some very

probable class combinations.

Table 4.9.: Three Finger Correlations for right hand fingers on SD9
thumb, index index, middle middle, ring
middle ring small
RRR  23.78% | RRR 24.19% | RRR  39.69%
WWW  15.01% | WWW  15.46% | RWR  18.06%
WWR  11.11% | WRW  10.89% | WWR  10.78%
WRR  10.00% | RRW 9.92% | WWW  8.70%
RLR 6.61% | LRR 6.54% | RWW  7.69%
RWR 4.72% | WRR  5.02% | ARR 2.42%
RTR 4.27% | TRR 4.46% | TRR 2.19%
WLR 3.42% | LRW 3.49% | WRR 1.97%
WLW  2.04% | LWW  2.04% | RRW 1.52%
RWW  1.60% | RWW  1.82% | RLR 0.82%

rest  17.43% | rest  16.16% | rest 6.17%

The results for the workload reductions in Table 4.11 show that as the average
bin sizes are getting smaller and more bins of similar size exist, the possible work-
load reduction increases. This is the case for the two first finger combinations,
while the combination of middle, ring and small finger leads to less workload re-

duction, due to the three major bins holding around 75% of the subjects.
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Table 4.10.: Three Finger Correlations for left hand fingers on SD9
thumb, index index, middle middle, ring
middle ring small
LLL 21.26% | LLL 23.35% | LLL  44.24%
WWW  12.08% | WWW  14.13% | LWL  14.28%
WLL 9.37% | RLL 8.85% | WWL  10.97%
WWL  9.11% | LLW 8.62% | WWW  6.13%
LRL 7.10% | WLW  8.40% | LWW  4.94%
LWL 5.43% | WLL 6.51% | TLL 3.98%
LTL 5.32% | TLL 5.99% | WLL 3.20%
LWW  387% | LWW  2.12% | ALL 3.01%
WRL 3.20% | WWL  2.04% | LLW 1.711%
ALL 1.52% | ALL 1.82% | RLL 1.15%

rest  21.75% | rest  18.18% | rest 6.39%

Table 4.11.: Possible Workload Reduction for 3 Fingers
first finger ~ Comparisons % of naive

left thumb 335,227 9%
left index 389,312 11%
left middle 865,634 24%
right thumb 411,156 11%
right index 421,217 12%
right middle 793,815 22%
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4.3.4. Workload Reduction 4 and 5 Fingers

The analysis for the combination of 4 and 5 fingers for database binning shows,
that the trend towards lower average bin sizes when using additional fingers con-
tinues. The distributions in Table 4.12 and Table 4.13 show that less bins of big
size exist, while the majority of bins have similar, smaller size. Again the increas-
ing number of bins of lower size correlate to the possible workload reductions (see
Table 4.14).

Table 4.12.: Four Finger Correlations for right hand fingers on SD9
thumb, index index, middle
middle, ring ring, small

RRRR  18.99% | RRRR  23.19%
WWWW  14.12% | WWWR  8.18%
WWRW  8.10% | WWWW  7.28%
WRRW 5.46% | RRWR 6.91%

RLRR 5.02% | WRWR 6.76%

WRRR 4.31% | LRRR 6.21%

RRRW 4.12% | WRRR 4.50%

RTRR 3.53% | TRRR 4.38%
WWRR  3.01% | WRWW  4.12%

RWRW 2.71% | LRWR 3.08%

rest 30.62% rest 25.38%

Although the size of bins is further decreasing when using 5 fingers (tables 4.15
and 4.16), the impact on the workload reduction is less strong. The number of
possible bins is 5 times the number of bins for 4 fingers but only 1-2% of additional
workload reduction can be achieved (compare Table 4.17). This shows that a higher

number of fingers used for binning not necessarily leads to lower workload.

62



4. Data Analysis

Table 4.13.: Four Finger Correlations for left hand fingers on SD9
thumb, index index, middle
middle, ring ring, small

LLLL 16.51% LLLL 22.08%
WWWW  10.86% | WWWL  8.85%
LRLL 6.32% | RLLL 8.70%
WWLW  587% | LLWL 6.39%
WLLL 5.61% | WLLL 6.10%
LTLL 4.65% | WLWL 5.91%
LLLW 454% | TLLL 5.76%
WLLW 3.64% | WWWW  5.28%
WWLL 3.23% | WLWW  2.45%
LWWW  3.12% | LLWW 2.16%
rest 35.65% rest 26.32%

Table 4.14.: Possible Workload Reduction for 4 Fingers
first finger ~ Comparisons % of naive

left thumb 220,893 6%
left index 308,007 8%
right thumb 280,130 8%
right index 319,559 9%

Table 4.15.: Five Finger Correlations

for right hand fingers on Table 4.16.: Five Finger Correlations

for left hand fingers on SD9

SD9
) . thumb, index, middle
thumb, index, middle ] ’
ring, small ring, small

& LLLLL 16.06%

RRRRR 18.43%
WWWWL 6.51%

WWWWR 7.28%
LRLLL 6.25%

WWWWW 6.84%
WLLLL 4.87%

WWRWR 4.76%
LTLLL 4.42%

RLRRR 4.76%
WWWWW 4.35%

WRRRR 3.86%
WWLWL 3.90%

RTRRR 3.53%
LLLWL 3.61%

RRRWR 3.42%
WWLLL 2.94%
WWRWW 3.34% LWLLL 5947
WRRWR 3.23% - e 6(;
rest 40.54% 0

63



4. Data Analysis

Table 4.17.: Possible Workload Reduction for 5 Fingers
first finger ~ Comparisons % of naive
left thumb 177,018 5%
right thumb 211,996 6%
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4.4. Summary

Within this chapter, we have seen the correlation statistics of fingerprint classes
among adjacent fingers of left and right hands. Starting with the selection of the
datasets in section 4.1, an analysis of the class distribution was created for NIST
SD9 as well as the data provided by BKA in section 4.2. The following remarks

can be made regarding the class distributions of SD9:

e The class distribution for all fingers in SD9 lays at around 31% for whorls
and both loop classes while the arch classes have lower probability of ~3%

each.

e The right hands contain way more right loops (57.38%) than left loops
(3.66%), while the opposite is true for left hands (3.66% right loops and
60.2% left loops)

e Because of the uneven class distribution among right and left hands, sepa-
rate statistics have to be created if they should be utilized for classification

purposes.

Except from the swapped loop class distribution on the BKA data, which is very
likely an issue of the classification system, the distributions support the findings
of SD9 database. Consequently, this would allow generalizing the findings also for

other databases.

The presented statistics in section 4.3 allow some conclusions for the following
chapters, where this information is going to be used for proposing a new classifi-

cation system with classification error correction:

e The probabilities of different class combination allow a correction of poor

classifier outputs for single fingers.

e For fingers, where classification fails completely, the most probable class can

be determined with help of the statistics.

e The ranked lists allow finding the most promising setup for multi-instance
classification. The binning of the database works best if the bins are of

similar size.
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e By using the formula described in section 4.3, we can calculate the possible
workload reductions for different setups using different combinations of adja-
cent fingers. An overview on the possible workload reductions using 5 classes
was given within the previous subsections. For a compact overview as well

as results using only 4 classes, the tables of Appendix A can be consulted.

e We can see a connection between the distribution of the bins and the possible
workload reductions. If we have few bins holding the majority of subjects,
the reduction is lower than for those distributions where the majority of

subjects is spread over more bins.

In the previous section we have seen, how we can measure the possible workload

reduction for multi instance fingerprint classification.
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Within this chapter, a classification system is proposed, that utilizes the statistic
information to reduce the required comparisons for identification tasks. This in-
cludes the used features, the classifiers and the developed binning algorithm based
on multiple fingerprint classes. A coarse grained overview of the system is depicted

in Figure 5.1.

Classification Bin-Wise Identification

Statistics on finger
correlation and bin
probability
Database

LA LA W | ww

subject subject subject subject
aal all wtl wwl

Figure 5.1.: Overview on the Proposed System

5.1. Classification Features

Following section describes the features proposed for testing purposes and states

why they were selected. Instead of reimplementing the feature extraction methods
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from scratch, we made use of the software created in the context of the survey done
by Galar et al. [16]. They did a reference implementation for some of the feature
extraction methods proposed in chapter 3, which also includes the Fingercode and
the PCASYS approach.

5.1.1. FingerCode

The features proposed for this system is the Fingercode, which was described first
by Jain et al. [23] for identification purposes and also for classification [67], in a
coarse grained variant. Other classification approaches as [70] are based on this
feature in combination with varying classifiers (compare chapter 3). The basic

workflow of the feature extraction is depicted in Figure 5.2.

Figure 5.2.: Extracting the Fingercode feature from a fingerprint image [70]

The key idea behind the algorithm is to find a global representation of the ridge
curvature around a determined registration by applying Gabor filter[116] of dif-
ferent directions to the area around the registration point. To find a registration
point within the image, at a first stage the orientation map is calculated to find
the point of highest curvature changes, the core point. This point then serves as
the center for circular area to which the Gabor filters for four directions (0deg, 45°,
90°, 135°) are applied. The area is divided into 48 sectors for which the standard

deviations of gray values is then calculated.

The final feature vector includes the standard deviations of all sectors and for

all gabor filter responses, which makes a total of 192 features.
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The reason for the selection of this feature was that the applied filtering and the
use of the gray value variance instead of gray value distribution promised a good
operation even on databases with lower image quality, which is the case for the
SD9 database. A probable drawback of this method is its rejection rule. In case
that the registration point cannot be set properly, the respective fingerprint will

be rejected and no features will be extracted.

5.1.2. PCASYS Feature - Reduced Orientation Features

As an additional feature for testing, the approach of Candela et al. [95] was used.
Within their work, they also used a neural network for classification based on
this feature, as it is intended for this work. The actual feature is calculated after
the segmentation and enhancement of the input image. A ridge-valley detector
is used to determine the orientation map of the image and a registration point is
calculated on this basis. The point is located approximately at the position of the
core point and is used to rearrange the orientation image. This process is depicted

within Figure 5.3.

image segmented enhanced registered arranged

Figure 5.3.: Process of feature extraction for PCASYS feature [95]

After determination of the final registered orientation image, a feature vector
consisting of 1680 elements representing the directions is created out of it. With
the help of Principal Component Analysis, this feature vector can be reduced to
a size of 128 elements. This is the actual feature uses during the classification.
Since there is no rejection of images during the feature extraction, this feature this

feature can be seen as a counterpart towards the Fingercode feature.
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5.2. Neural Network Classifier

Neural Networks are a family of machine learning algorithms that are gaining more
and more attention in a growing field of applications. Some approaches regarding
fingerprint classification have been proposed with a neuronal network as classifier
while achieving good classification results (compare Table 3.1). Therefore we de-

cided to train neural networks for the tests in this thesis.

A neural network consists of multiple layers of interconnected nodes, the neu-
rons. The basic layers of such a network are the input layer and output layer. The
number of nodes within the input layer corresponds to the number of elements of
the feature vector, while the output layer contains the nodes for all class labels.
All nodes of these two layers are interconnected and during the training of the net-
work using classified data, it weights the connections between the nodes in order
to make a correct class prediction. Often so-called hidden layers are established
between the input and output layer. They can be used to separate those two layers
and reduce the number of neurons directly affecting the output by cumulating the

outputs of the input layer.

Setting up such a network is no easy task, since it depends on a variety of param-
eters that influence the learning capabilities of the network. Therefore preliminary
test were performed to find suitable combinations of the parameters and network

architectures. The concrete parameters are described in the test setup.

5.3. Multi-Instance Binning Algorithm

In the following section, one of the core elements of this thesis is described. The
binning algorithm to create an ordered lists of database bins based on the classifier
output for multiple fingerprints. The aim of this algorithm is to enable an identi-
fication system to reduce the number of references to which a captured probe has

to be compared and therefore reduce the systems workload.
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5.3.1. Retrieval Strategies for Database Bins

According to Maltoni [2, Chapter 5], there exist three major strategies, when the
class of a fingerprint was determined. The strategies describe how the information

on the class label should be utilized for traversing the database.

Class Exclusive The idea is to use the obtained class label and do an exclusive
search among the database bin for this class label. As soon as a matching
reference is found, the search can be stopped. Depending on the system
configuration, it might be desirable to extend the search to the rest of the
database. Without extension to the entire database, this method would

require a perfect classifier, which is not very likely.

Fixed Search Order In this approach, predefined orders are used to traverse a
database regarding the fingerprint class. The obtained class label is used to
select one of the fix traversal orders that were defined for the system. The
main intention is to follow a search order that takes the confusion between
fingerprint classes into account. Especially structural similarities between

classes can be used to previously define fixed search orders.

Variable Search Order This traversal technique can be used if the classifier out-
puts the probabilities for each class. The search order can then be changed
with respect to that probabilities and search can be stopped if the appropri-

ate fingerprint was found.

5.3.2. Binning Algorithm

The retrieval strategy within this work follows the approach of an variable search
order, since the bin probabilities are predicted for each request individually. It
would be unfavorable to use the bin probabilities provided in chapter 4 for estab-
lishing a fixed order for searches. If we think of a combination of class labels that
has a low overall probability regarding the statistics than the application of fixed
search rule will force the algorithm to search within all bins having a higher statis-

tical probability, even if the classifier generated a certain output for the class labels.
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The aim is to combine the class predictions of the fingers in such a way, that
we retrieve a list of all database bins in a ranked order, with the most probable
bin in the beginning. A further intention is to overcome the problem of uncertain
classifier outputs by using the statistical information on fingerprint distribution
and bin probabilities to correct these uncertainties and gain values that are more

probable. An overview on the algorithm can be found in Algorithm 1.

The algorithm consists of two major steps:

1. Calculating all possible combinations of bins while preserving the single class

probabilities
2. Checking the probabilities regarding the statistics and do adjustment
Combine Classifier Outputs The first step can be done easily by creating the

Cartesian product of the set of class predictions. This will create all the different

bins including the corresponding class probabilities (see Figure 5.4).

1 2
1 2 Al%[A]%
Al% Al% Al%[L[%
L{% L{% Al%|R[%
R[%| X [R[%]| = :
T[% T|% w|%|R|%
W[% W[% wW[%[T[%

W[%Iw[%

Figure 5.4.: Cartesian product for two sets of class predictions

Adjust Probabilities To adjust a class probability within the bin, the statistic
is called to retrieve the class probability under the assumption that the labels of
the other fingers are as is. We can further set up a threshold that establishes an
upper bound for the adjustment of the probabilities. That means for instance, if
the probabilities for the classes, created by the classifier are A-95%, T-4%, R-0.5%,
L-0.4%, W-0.1% and we set our threshold = 0.5%, then the adjustment will only
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applied to the two classes with a predicted probability below the threshold. This
is done to honor the results of the classifier and prevent a completely override of
predicted values. In case that the class prediction failed and no probabilities are
present, this method would adjust all class probabilities for the finger as they lay
below the threshold.

Apply Correction Since the adjustment of the class label could result in high
probabilities depending on the statistics for the specific bin, some kind of justifica-
tion could be done in order prefer high class probabilities obtained by the classifier
over those calculated from the statistics. An example would be the case that the
classifier correctly extracted the class of the first finger but only low probabilities
for the second finger were achieved. Then the adjusted probabilities of the second
finger could overwhelm those of the first one and statistics are weighted higher

than classification outputs.

Therefore, we can think of different values for adjusting the determined proba-

bility from statistics.

0 fixed scale to 50%

—_

highest prediction probability within current finger

(]

defined threshold for upper bound

3 1 - value of [2]

e~

class a priori probability from statistics for the given finger

ot

highest prediction probability within all given fingers

(@)

1 / number of fingers used for binning
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Algorithm 1: Determine Ranked List of Bins
Input: Statistics, threshold, ClassificationResults
Result: Ranked List of Bins
bins = createCartesianProduct(ClassificationResults);
ranked list = ();
foreach bin in bins do
foreach classprediction in bin do
if classprediction.probability < threshold then
classprediction.probability = Statistics.ClassProbabilityForBin();
classprediction.probability *= maxPredictionProbability;

end
end
ranked_list.add(getBinName, calculateSumOfProbabilities(bin));
end
sortDescending(ranked_ list);
return ranked list;

5.4. Test Setup

This section outlines the test setup, which includes the data used for training and
testing the classifier, information on the parameters used for training the classifiers

as well description of different tests that were performed.

5.4.1. Selected Datasets

All available databases that fit in the context of this work were described before,
in section 4.1. Out of those databases, only the SD4 and SD9 from NIST were

chosen for the test provision. Example images can be found in Figure 5.5.

NIST SD4 The database was selected because the included images are already
cropped and only few images have greater amounts of background information left.
The majority of the images is of good quality and since the class distribution is

equal towards all five classes, it is well suited for classifier training.

NIST SD9 The SD9 database is the only large scale database, containing real

fingerprint data for which a ground truth of class labels exist. Further, there is no
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SD4 512*512 SD9 832*768 SD4 832*768

Figure 5.5.: Example images from the used databases

preselection of class types so that a natural class distribution is expected. In terms
of the workload reduction tests, only the first impressions of the finger prints were

used, since having a subject twice enrolled, would not be appropriate.

5.4.2. Processing Chain

Resizing of SD9 images In order to use the proposed reference implementation
for the feature extraction algorithms by Galar et al. [16], it was necessary to resize
the images to at max 800 pixels of width, since the software fail at loading the

images.

Feature Extraction As stated in section 5.1, Fingercode and PCASYS features
were selected. The extraction was done with the mentioned software provided by
[16]

Fingerprint Classification The classification was done on basis of the extracted
features, using self trained neural networks. The networks were implemented in
Python using the Keras framework for the Tensorflow machine learning library

from Google.

Database Binning In order to test the possible workload reduction for the pro-

posed system on the SD9 database, the subject identifier were put into lists rep-
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resenting the database bins. These bins were created for different starting fingers

and number of adjacent fingers.

5.4.3. Feature Extraction Errors

As stated in the section about the Fingercode feature, the extraction algorithm
provides a rejection rule for fingerprints that fail at detecting a reference point.
This is the case for around 5191 images, which is a proportion of nearly 10% of all
images (54,000). Since possible workload reduction is expected to highly demand
on the classifier performance, it might be interesting to preserve a classifier based
on this feature for comparison towards the classifier based on non rejecting feature

extraction.

5.4.4. Experiments

Determine Baseline Performance for trained Classifiers Before conducting the
actual tests for workload reduction, the baseline performance of the classifiers is

tested for both 4 classes and 5 classes.

Tests different approaches for probability correction As described in section 5.3,
multiple approaches for the correction of the probability adjustments were pro-
posed. In this test, it is intended to compare the effect of these measurements

towards workload reduction under different thresholds for the upper bound.

Test Possible Workload Reduction The last test combines the findings of the
previous ones in order measure possible workload reduction when applying pro-
posed classifiers and most promising probability correction techniques. Therefore,
multiple classification attempts are done for different combinations of adjacent

fingers from left and right hand.
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Within this chapter the evaluation of the proposed system of chapter 5 is done.

The observed results are described and a discussion is done afterward.

6.1. Metrics

In the following, some metrics are presented, that help us to describe the perfor-
mance of the classifiers on the one hand and the possible workload reduction for

identification scenarios on the other hand.

6.1.1. Confusion Matrix

The confusion matrix is used to show an accumulated result for classification tests.
For each possible class, there is one column and on row within the matrix for each
class label. The rows denote the actual classes of the tested fingerprint, while the
values in the columns show how often fingerprint of this class have been confused
to the class of the column label. If the fingerprint is classified correctly, the value
of the corresponding row/column for the class is increased, otherwise the value in

the column to which it was confused.

6.1.2. Correct Classification Rate

The correct classification rate is the measurement of accuracy for a classifier. It can
be calculated with the help of the confusion matrix. After running all classification
tests, we can calculate the sum of each row, which is the number of fingerprints

tested, that contain the class of the row label. If we divide the value of the
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row/column for the actual class by the calculated row sum, we will receive the

correct classification rate for the given class of the row label [2].

6.2. Classifier Baseline Performance

Before we were able to run the tests towards workload reduction, some classifiers
had to be trained and tested. Therefore, different aspects were taken into account
to have a diverse selection of classifiers. This includes the feature used by the
classifier, the database it was trained on as well as the number of classes, the clas-
sifier has to distinguish. Especially the training database is an interesting point
here because one might be interested to train classifier on a smaller database, con-
taining images of higher quality and later use that classifier for another database.
In the following, the different classifiers and their performance measurements are

presented.

The baseline performance of the trained classifiers was measured against a set
of test data after the training phase. During the 10-fold cross-validation, the
database was randomly separated into training and testing set for ten times. This
was done using a defined random seed for each split, which is the same for all
classifiers. Then the classifier was trained and tested for all combinations and the
confusion matrices for the tests were created. With that, an average measure of
the classifiers accuracy can be given, by calculating the confidence interval [12] at
confidence value of 95%. The interval is calculated for the single class prediction
accuracies among all ten confusion matrices for one classifier, which enables a finer
view on the per class accuracy of the classifier. Its outcome is the mean accuracy

over all tests, as well as the mean-interval and mean+interval.

6.2.1. Fingercode Feature Classifier 1 - Trained/Tested on SD4

The first trained classifier used Fingercode as a feature. It was trained and tested
on the SD4 database for the four class problem (combined arches). Table 6.1 shows

the confidence interval for the ten training and testing attempts. One can see that
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the average CCR for the different classes lays between 88% and 90% while the
upper and lower bound of the confidence interval state, that the classification rate
is relatively stable among the tests. One has to note, that the feature extractor
has rejected 724 fingerprints (18.1% of all images), for that, no classification can

be done. Those are also not part of training and testing. To measure the certainty

Table 6.1.: Confidence Interval - Classifier 1

Class Mean Lower Bound Upper Bound
A | 88.23 % 86.41 % 90.04 %
L | 83.83 % 87.84 % 89.82 %
R | 87.66 % 86.09 % 89.22 %
W | 89.93 % 88.66 % 91.19 %

of the classifier for a database that is different to the training database, the re-
sulting classifier was then tested on all fingerprints of the SD9 database and the
corresponding confusion matrix as well as CCRs were calculated (see Table 6.2).
We can see that the correct classification rates drop for all classes for at least
15%. Further, the feature extractor rejected 6763 fingerprints (12.5%) of the SD9

database, which might be problematic for workload reduction tests, besides low

CCRs.

Table 6.2.: Confusion Matrix - Classifier 1: Test on SD9

A L R W Accuracy
A 837 248 308 290 49.73%
L 978 9395 1248 3767 61.05%
R 793 725 9884 3352 66.99%
W 191 1516 2012 11693 75.87%
Rejected 6763(12.5%)

Because of the high rejection rate for fingerprints of the SD9 database (see
Table 6.2) as well as the low CCRs, the classifier was later used in comparison to

another classifier, having better CCRs.

79



6. System Evaluation

6.2.2. Pcasys Feature Classifier 2 - Trained/Tested on SD4

The subsequent classifiers including the one described below are all based on the
Pcasys feature, which has no rejection rule and therefore allows to classify all

tested fingerprints.

The classifier described here was trained and tested on the SD4 database. The
intention is to show the possible CCRs that the classifier is able to achieve in
contrast to the following classifiers tested on the SD4.

As we can see in Table 6.3, the selected feature seems to be well suited for classi-
fication. The CCRs are between 86% and 90% and the confidence interval states,
that the values are quiet stable among multiple tests. In contrast to the Classifier
1, the accuracy represents the actual accuracy of the classifier, since no fingerprints

were rejected during feature extraction.

Table 6.3.: Confidence Interval - Classifier 2

Class | Mean Lower Bound Upper Bound
A | 90.37% 88.00% 92.73%
L | 88.32% 86.68% 89.97%
R | 88.90% 87.69% 90.11%
W | 86.60% 85.34% 87.86%

6.2.3. Pcasys Feature Classifier 3 - Trained/Tested on SD9

Classifier 3 was trained and tested on the SD9 database. The database split
for each test was 20% of the fingerprints for training and 80% for testing. The
confidence interval in Table 6.4 reveals that the classification accuracy of loops
(90%-91%) and whorls (~87%) is quite accurate and stable among the training
and testing attempts. It is striking, that the CCR for arches is much lower than
those of the other classes and also the interval boundaries deviate more strongly.
Which raises the question why this is the case. The most obvious assumption
is, that the natural distribution of the fingerprint classes (compare section 4.2)
entails that only few arches can be randomly selected for the training sets and the

classifier becomes biased towards the recognition of the other classes.
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Table 6.4.: Confidence Interval - Classifier 3

Class | Mean Lower Bound Upper Bound
A | 63.50% 61.02% 65.98%
L | 90.95% 90.11% 91.78%
R | 90.19% 89.50% 90.88%
W | 86.73% 85.69% 87.78%

6.2.4. Pcasys Feature Classifier 4 - Trained on SD4/Tested on
SD9

Similar to the Classifier 1 using the Fingercode features, the intention of this an-
alyze the impact of training the classifier on the SD4 database, which has equal
class distribution and do the testing on SD9. In contrast to Classifier 1, we now
evaluate the classification performance using the Pcasys feature. Another inten-
tion is to evaluate the impact of unbiased training data towards the classification

accuracy, since Classifier 3 seems to suffer from unequal class distribution.

Table 6.5 shows the confidence interval created for this classifier. We can see,
that in comparison to Classifier 2 (trained/tested on SD4), all CCRs except those
for the whorls are lower and also the confidence interval is wider. When comparing
it to Classifier 3, we can see that not only whorls have similar CCR but also the
mean CCRs for arches are close together. This leads to two assumptions: 1. The
feature seem to be stable for recognizing whorls even if databases for training
and testing are different. 2. The recognition performance of the other classes is

influenced largely by training data and probably also their quality.

Table 6.5.: Confidence Interval - Classifier 4

Class | Mean Lower Bound Upper Bound
A | 59.39% 56.43% 62.35%
L | 75.28% 73.30% 77.25%
R | 62.03% 58.91% 65.16%
W | 86.34% 85.44% 87.25%

81



6. System Evaluation

Pcasys Feature Classifier 5 (5 classes) - Trained/Tested on SD9

After training some models for four classes, an attempt was made to train a neural
network similar Classifier 3, while using the Pcasys feature.

The findings for this classifier tests (see Table 6.6) overlap somehow with those
from Candela et al. [95]. They also used the Pcasys feature and a neural network
for classification and stated low classification accuracy towards tented arches for
tests in SD9/14. In contrast to their results, also the CCR for arches is extremely
low, and the confidence interval shows that none of the training and testing at-
tempts seem to have good CCRs for the arch classes, whereas accuracy for loops

is slightly higher than for the other tested classifiers.

Table 6.6.: Confidence Interval - Classifier 5

Class | Mean Lower Bound Upper Bound
Al 0.36% 0% 1.16%

L | 93.10% 92.23% 93.98%

R | 92.20% 91.53% 92.86%

T | 0.03% 0% 0.09%

W | 85.28% 84.38% 86.18%

6.2.5. Classifier Discussion

All the before mentioned tests seem to supply the theory, that the classifiers have
better CCRs on the databases they were trained on, in contrast to varying test-
ing databases. But as mentioned in the test setup, the image quality of the used
databases for training and testing, was not consistently good, so that this could
have had some impact to the quality of the extracted classification features. If we
have a closer look to the Fingercode features, the relatively high rejection rates
of fingerprints during feature extraction for SD4 (18.1%) and SD9 (12.5%) might
support the supposed suboptimal image quality.

Another interesting observation are the very similar whorl CCRs among the

classifiers 2-5. In any case, the values are constantly around 85%-86% even if the
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accuracies for the other classes diverge among the classifiers. Either the Pcasys
features allows describe whorls independently from the dataset with a constant
CCR or the findings are by chance, which seems less probable due to the 40 tests

of the 4 classifiers.

Unfortunately, the expected better classification accuracy when training on the
unbiased SD4 database was not given. The most probable reason for that seems
to be the diverging image quality, so that features of same classes are not very
comparable among databases of different image quality. Even the Fingercode fea-
ture was sensitive to that, although its usage of filter responses and gray value

variances was expected to be more robust.

Reviewing the CCRs of the different trained classifiers leads to the conclusion,
that the classifier with the best performance on the SD9 database, which is used
for workload reduction tests, is Classifier 3. Therefore, this classifier will be used
within various tests towards workload reduction. The classifier 1 with the high
rejection rate and moderate accuracy will be used to test the different adjustment

approaches for correcting the classifier output.

6.3. Workload Reduction

Within the following section, some results regarding the workload reduction for
identification scenarios are presented. At first, we will enlarge upon the results
for testing different approaches for adjusting class probabilities obtained from the
statistics. This is followed by some examples contrasting the probable workload
reduction while using classifier 1 and 3. For each tests, the bins of the database
were created with respect to the class of the first used finger together with the
class(es) of its adjacent finger(s).

The workload reduction is measured by comparing the number of visited subjects
against the naive approach mentioned in subsection 4.3.1. For workload reduc-
tion tests, an additional column was entered, which shows the maximum possible

reduction for the respective setup, calculated in subsection 4.3.1.
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6.3.1. Probability Correction

In section 5.3 different approaches for the correction of predicted class probabil-
ities were proposed. The results in here will show the impact of those values on
the number of subjects, that have to be visited, when we are searching for all the
subjects in the database once. Four examples for these impacts are presented in
Table 6.7 - created using Classifier 1- and Table 6.8 -created using Classifier 3-.
The tables contain the evaluation for the index and middle finger of the right and
left hand.

Table 6.7.: Influence of correction value on the number of visited subjects - Clas-

sifier 1
visited visited correction
batches  subjects % of naive value
right 8,215 2,206,864 60.5% -1
index & 8,262 2,170,183 59.5% 0
middle 8,533 1,833,457 50.3% 1
8,379 2,148,842 58.9% 2
8,375 2,197,449 60.3% 3
8,276 2,169,374 59.5% 4
8,546 2,111,850 57.9% 5
8,262 2,170,183 59.5% 6
left 8,977 2,188,406 60.0% -1
index & 9,012 2,136,673 58.6% 0
middle 8,850 1,711,740 46.9% 1
9,119 2,094,487 57.4% 2
9,119 2,177,769 59.7% 3
9,078 2,156,219 59.1% 4
9,124 2,040,612 56.0% 5
9,012 2,136,673 58.6% 6

The depicted data is sufficient to show that the correction of the adjusted class
probabilities can have an influence (see bold values) to the number subjects that
were visited during the search. Table 6.7 shows that using the highest prediction
probability within a finger (correction value 1) to adjust the changed class proba-
bilities, can lower the number of visited subjects by around ten percent over the

unadjusted probabilities (value -1) for the right hand and up to 13% for the left
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hand. These values were obtained by using the Classifier 1 with a lot of rejections

and moderate classification accuracy.
The same was done for Classifier 3, which has better classification accuracy and
no rejection. In contrast to the findings of Classifier 1, no major improvements

were achieved by an additional adjustment of the probabilities.

Table 6.8.: Influence of correction value on the number of visited subjects - Clas-

sifier 3
visited visited correction
batches  subjects % of naive value
right 4,003 1,038,096 28,5% -1
index & 4,009 1,036,241 28.4% 0
middle 4,013 1,037,944 28.5% 1
4,025 1,036,029 28.4% 2
4,014 1,036,011 28.4% 3
4,007 1,035,427 28.4% 4
4,010 1,037,611 28.5% 5
4,009 1,036,241 28.4% 6
left 4,202 1,064,290 29.2% -1
index & 4,204 1,062,095 29.1% 0
middle 4,200 1,062,748 29.1% 1
4,212 1,060,186 29.1% 2
4,212 1,061,954 29.1% 3
4,202 1,060,939 29.1% 4
4,202 1,063,828 29.2% 5
4,204 1,062,095 29.1% 6

85



6. System Evaluation

6.3.2. Workload reduction - Classifier 3

For the workload reduction tests, the determined parameter from the section be-
fore was used for both, Classifier 1 and 3. The subsequent tables show the number
of visited bins and subject when using classifier 1 within the multi-instance clas-
sification system. The workload reduction is denoted by giving the proportion of

visited subjects for this test and the naive search strategy.

Tables 6.9, 6.10, 6.11 and 6.12 show the results for using the classes of two,
three, four and five fingers respectively.

We can see that for two fingers, the workload reduction for the combination
of right hand fingers tends to be better than for those of the left hand, although
the possible workload reduction suggests the opposite. We can reduce workload
to at least 51.6% of naive approach and at max to 25.5% using classifier 1. If we
compare the achieved reduction to the possible reduction, we can see that we are

able to come as close as around 11% or better to what is possible.

Table 6.9.: Workload Reduction for 2 Fingers - Classifier 3

visited visited best
first finger batches  subjects % of naive possible
right thumb 3,973 943,363 25.9% 17.9%
right index 4,026 1,039,215 28.5% 20.2%
right middle 3,726 1,348,713 37.0% 28.3%
right ring 3,602 1,577,563 43.3% 33.8%
left thumb 4,060 931,553 25.5% 15.4%
left index 4,202 1,059,422 29.1% 18.3%
left middle 3,947 1,472,067 40.4% 29.4%
left ring 3,874 1,881,160 51.6% 39.1%

Using 3 adjacent fingers not only increases the theoretical workload reduction,
but also the achieved reduction is higher than for two fingers. Table 6.10 states,
that we can reach a workload of only 18.8% of the naive and the reduction using
right index, middle and ring finger differs only for around 7% from possible work-

load reduction.
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Table 6.10.: Workload Reduction for 3 Fingers - Classifier 3

visited visited best
first finger batches  subjects % of naive possible
right thumb 5,726 707,142 19.4% 12.1%
right index 5772 718,312 19.7% 12.4%
right middle 4,962 1,133,061 31.1% 22.0%
left thumb 5,847 686,249 18.8% 10.0%
left index 6,358 781,817 21.4% 11.6%
left middle 5,646 1,332,235 36.5% 24.4%

Tables 6.11 and 6.12 show that taking additional fingers into account can not
only reduce the theoretical workload further, but also the actual reduction can
be improved. In comparison to the results for three fingers, we can improve for
at maximum 5% to ca. 15% of the workload from the naive approach. The step
towards five fingers is much smaller. The additional finger leads to only 2% less

workload for both actual and possible.

Table 6.11.: Workload Reduction for 4 Fingers - Classifier 3

visited  visited best
first finger | batches subjects % of naive possible
right thumb | 10,298 537,659 14.7% 8.5%
right index 9,955 613,202 16.8% 9.5%
left thumb 11,029 533,667 14.6% 7.0%
left index 11,371 705,933 19.4% 9.3%

Table 6.12.: Workload Reduction for 5 Fingers - Classifier 3

visited  visited best
first finger | batches subjects % of naive possible
right thumb | 22,558 463,427 12.7% 6.6%
left thumb 25,420 493,455 13.5% 5.8%

A general observation of the presented tables is that also for real classifiers, an
improvement of workload can be achieved. Since the classifier accuracy is far from
perfect, none of the achieved workload reductions matches to the possible values.
Nevertheless, additional fingers used for binning imply less visited subjects during

the identification. But with each additional finger the differences in the received

87



6. System Evaluation

workload reductions decrease. The means using 3 fingers instead of 2 produces a

higher reduction than going from 3 to 4 fingers.

6.3.3. Workload reduction - Classifier 1

After we have seen the workload reduction for the well working classifier, we
want to have a look on what improvements regarding workload reduction can
be achieved, if we only use a classifier of moderate accuracy. Therefore, in the fol-

lowing the results for classifier 1 are presented in the same manner as for classifier 3.

As we can see in the tables 6.13, 6.14, 6.15, 6.16, the worse classification accuracy
has a big impact on the workload reduction compared. Because the correct bins
for searching cannot be reliably determined, more subjects have to be visited
before the matching subject was found. In comparison to the results obtained
with classifier 3, the workload is at least 20% higher.

Table 6.13.: Workload Reduction for 2 Fingers - Classifier 1

visited visited best
first finger batches  subjects % of naive possible
right thumb 8,363 1,685,599 46.2% 17.9%
right index 9,007 1,807,461 49.6%  20.2%
right middle 8,787 2,193,993 60.2% 28.3%
right ring 10,532 2,610,202 71.6%  33.8%
left thumb 8,128 1,512,571 41.5% 15.4%
left index 9,189 1,677,837 46.0% 18.3%
left middle 9,320 2,121,008 58.2% 29.4%
left ring 10,388 2,560,526 70.2% 39.1%

Comparing Table 6.13 and Table 6.14, we can see that the additional finger leads
to lower workload. In comparison to classifier 1, the improvement in similar. This
holds also when we use even more fingers. But none of the resulting workload

reductions is comparable to those with the better classifier.
An interesting observation made for tables 6.15 and 6.16 is, that going from

4 to 5 fingers will not improve workload but instead it will be impaired slightly.

Another interesting point is the maximum achieved reduction. It is 33.9% of the
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Table 6.14.: Workload Reduction for 3 Fingers - Classifier 1

visited visited best
first finger batches  subjects % of naive possible
right thumb | 21,074 1,457,818 40.0% 12.1%
right index 24,760 1,666,411 45.7% 12.4%
right middle | 27,012 2,146,190 58.9% 22.0%
left thumb 23,080 1,323,417 36.3% 10.0%
left index 26,527 1,534,187 42.1% 11.6%
left middle 29,405 2,070,302 56.8% 24.4%

more fingers.

reaches similar results with only 2 fingers.

result in no more improvements

workload for naive approach and achieved using 4 fingers.

The better classifier

This findings show, that for worse
classifiers, we will need more fingers to reach similar workload reductions. But at
a certain point, when more fingers are used, the high rate of false classifications
seems to make the prediction of the correct bins much harder, so that no further

improvement can be achieved or like in this example the workload is higher for

Table 6.15.: Workload Reduction for 4 Fingers - Classifier 1

visited visited best
first finger batches  subjects % of naive possible
right thumb | 65,878 1,376,783 37.8% 8.5%
right index 85,893 1,666,676 45.7% 9.5%
left thumb 75,494 1,237,612 33.9% 7.0%
left index 95,358 1,526,894 41.9% 9.3%

Table 6.16.: Workload Reduction for 5 Fingers - Classifier 1

visited visited best
first finger batches  subjects % of naive possible
right thumb | 244,091 1,384,941 38.0% 6.6%
left thumb | 285,293 1,243,026 34.1% 5.8%
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6.3.4. Discussion

In the following, we will cover some discussion points, that arose during the project

and that might be of interest, when thinking of a real world application.

Classifier Accuracy If we compare the results obtained in the previous section,
we can see that the accuracy of a classifier has a huge impact on the possible
workload reductions. While we achieved the best result for classifier 1 when using
4 fingers, similar workload reduction can be achieved for only 2 fingers, when using

classifier 3. And also better results are possible depending on the used fingers.

Correction of statistically derived class probabilities In subsection 6.3.1, we
saw that the use of a correction value for the class probabilities which have been
set by the system based on statistical data can have a noticeable impact on the
workload reduction. Since this was only the case, when the moderate Classifier 1
was used and not for the results of Classifier 2, one can conclude that a bad classifier

can benefit from that correction, while a better classifier stays unaffected.

Applicability Multi-instance classification is capable of decreasing the number
of subjects to be visited in identification scenarios, in the event that the search
is stopped as soon as the matching algorithm finds a subject exceeding a given
threshold. If the system follows another strategy, e.g. searching the subjects with
the ten highest matching scores, then multi-instance classification would not bring
any benefit, since in this case all subjects in the database have to be visited for

the list creation.

Possible Modifications In identification systems that stop searching at a given
threshold for matching scores, the number of fingerprints used for the matching
could be increased in order to tighten security. If the database for example is
constructed using the classes of two or three fingers and subjects are enrolled with
four fingers of a hand starting with the index finger then it is possible to use all of
the fingers for identification to get higher level of certainty that the subject where

the algorithm stops searching is a correct match.
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Used Fingers In real world scenarios, could think about the used fingers for
multi-instance classification. Since the evaluation shows, that it might be a good
idea to use the thumb and its adjacent fingers for database binning, this is maybe
not the case from a practical point of view. Because the displacement of the thumb
in contrast to the index finger is really high, the user of the system is either forced
to present his fingers one by one to the system or he has to make unnatural posture
in order to present his plain fingertips to the sensor. A better idea in this case
would be the usage of a combination of the other fingers. Since they are positioned
side-by-side, it would be more convenient to present those fingers but we might

have to take a loss of workload reduction into account.
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As the introductory example of the large scale FBI biometric database shows, the
impact of steadily growing databases sizes and increasing number of subjects en-
rolled to the biometric systems is very high in terms of the response times of those
systems. Without a proper method to improve the number of comparisons during
identification tasks, it is a problem for time critical request to be processed in
time. Therefore, this thesis targets to contribute a method for workload reduction

for fingerprint recognition systems.

One approach for reducing the number of comparisons within biometric finger-
print systems is the use of classification techniques, which allow the separation of
fingerprints within the database into bins according to predefined classes. With
respect to RQ1 defined in chapter 1, chapter 3 presents a state of the art survey on
classification approaches based on various features and classifiers. Since no com-
mon framework was used to test the approaches, they often differ in the databases
used for testing, definition of testing and training data as well as the handling
of ambiguous fingerprint classes. Besides the descriptions within the chapter, Ta-

ble 3.1 was created to allow a quick overview on the specifics of each approach.

In chapter 4, an analysis regarding fingerprint class distribution was performed.
In the context of RQ2, a statistical analysis was done for the NIST SD9, which
turned out to be the only free available database of sufficient size, that fulfill all
the given requirements from section 4.1. While class distribution among all fingers
of both hands reveal a similar probability of right loops, left loops and whorls
of around ~30% as well as ~3% for both of the arch classes, the obtained results
show that the distribution of loops highly differs between right and left hand. This

is important, as soon as statistics on class distributions and correlation should be
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used for classification systems because they need to respect those differences when

operating on a specific hand.

To answer RQ3, database binning was done several times on the basis of dif-
ferent combinations of fingers and their class labels. An analysis of the possible
workload reductions for those setups is given in section 4.3 of the Analysis chapter.
It shows that the possible workload reduction depends not only on the number of
fingers used for binning, but also the distribution of the subjects among that bins.
Considering the usage of two fingers for binning, it can be shown that, if only few
bins include the majority of subjects, the possible workload reduction is smaller
(< 70%) as for distributions where they are spread over higher number of bins (up
to 83%).

Since the previously described workload reduction was calculated under the as-
sumption of a perfect classification, chapter 5 presents a proposal for a classification
system that utilizes multiple fingerprints for classification. The system is intended
to enable multi-instance classification for any classifier and takes into account
classification errors. In the context of RQ4, we trained some neural networks
for classification, which showed different classification accuracies. This allowed us
to analyze and compare different workload reductions based on those classifiers.
The results of chapter 6 show, that for instance the usage of three fingers for
database binning can lead to lower workload (~ 20% of the naive approach) when
using a classifier with average classification accuracy. And even with a classifier of
moderate accuracy, the workload could be reduced to 36% of the naive approach.

The results show that fusing the classes of multiple adjacent fingers can be used
to improve the workload for identification scenarios by applying database binning.
Further, the presented findings and approaches can be utilized for some future
work. This could target to further improvements for the binning algorithm used

or testing on additional databases of better quality than the SD9.

93



Appendix

94



Appendix

A. Tables: Workload Prediction assuming Perfect

Classifier

The workload prediction was done by ignoring class combinations that contain the
‘scar’ class, which exists in the database to indicate fingerprints where no class label
could be assigned. This was done because subject containing those combinations
are stored in an ‘others’ bin that is searched after all regular bins were searched.
Including those combination would have increased number of comparisons by 2700

per containing subject.

Table 1.: Workload Prediction for 4 Classes (arch and tended arch combined)

adjacent
first finger fingers  Comparisons % of naive
left thumb 2 508,879 17%
left index 2 607,601 22%
left middle 2 1,037,344 33%
left ring 2 1,414,683 41%
right thumb 2 608,952 20%
right index 2 689,414 23%
right middle 2 1,020,711 30%
right ring 2 1,230,209 35%
left thumb 3 322,634 12%
left index 3 374,146 14%
left middle 3 859,439 28%
right thumb 3 403,329 14%
right index 3 412,804 14%
right middle 3 791,697 24%
left thumb 4 211,428 8%
left index 4 293,982 11%
right thumb 4 274,673 9%
right index 4 311,502 11%
left thumb 5 168,391 6%
right thumb 5 206,635 ™%
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Table 2.: Workload Prediction for 5 Classes

adjacent
first finger fingers  Comparisons % of naive
left thumb 2 528,524 15%
left index 2 629,451 17%
left middle 2 1,044,008 29%
left ring 2 1415,647 39%
right thumb 2 619,573 17%
right index 2 702,216 19%
right middle 2 1,022,995 28%
right ring 2 1,230,814 34%
left thumb 3 335,227 9%
left index 3 389,312 11%
left middle 3 865,634 24%
right thumb 3 411,156 11%
right index 3 421,217 12%
right middle 3 793,815 22%
left thumb 4 220,893 6%
left index 4 308,007 8%
right thumb 4 280,130 8%
right index 4 319,559 9%
left thumb 5 177,018 5%
right thumb 5 211,996 6%
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B. Correlation Tables BKA

Table 3.: Two Finger Correlations for right hand fingers on BKA data
thumb index middle ring
index middle ring small

LL 26.31% | LL 36.66% | LL 46.58% | LL 49.70%
WW  2535% | WL 19.14% | LW  26.00% | WL  30.93%
WL 12.33% | WW  17.04% | WW  18.74% | WW  14.69%
LR 11.57% | RL 14.89% | WL 1.81% | LW  1.47%
LW 11.11% | AL 3.01% | RL 1.79% | RL 1.13%
WR  7.14% | RW  2.07% | AL 1.76% | AL 0.54%
LA 2.64% | RR  1.62% | RW  1.02% | LR 0.40%
WA  099% | LW  1.53% | LR  0.94% | LA 0.37%
AL 0.88% | AA 1.28% | AA  0.54% | WR  0.28%
AA 0.71% | LR 1.02% | RR 0.31% | RR  0.20%
rest  0.96% | rest  1.76% | rest  0.51% | rest  0.28%

Table 4.: Two Finger Correlations for left hand fingers on BKA data
thumb index middle ring
index middle ring small

RR 32.50% | RR  40.77% | RR  52.45% | RR  58.05%
WW  20.83% | WW  17.17% | RW  18.74% | WR  27.18%
RW 13.13% | WR  16.60% | WW 18.34% | WW  10.41%
WR 11.99% | LR 12.53% | WR  4.01% | RW  1.60%
RL 9.44% | RW  3.32% | AR 2.69% | LR  0.83%
WL  569% | AR 2.32% | LR 1.09% | AR 0.63%
RA  258% | LW  1.95% | RL 0.74% | RA  0.43%
AR 1.32% | AA  1.83% | AA  0.69% | AA  0.31%
AA 08% | RA  129% | LW  0.34% | LW  0.20%
WA  0.72% | LL 0.69% | RA  0.29% | RL 0.14%
rest  0.94% | rest  1.55% | rest  0.63% | rest  0.20%
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thumb, index

Appendix

index, middle

middle, ring

middle ring small

LLL 24.47% LLL 25.43% LLL  44.77%
WWW  14.09% | WWW 15.76% | LWL  19.05%
WLL 11.34% | WLW  11.14% | WWL 10.94%
WWL 11.00% | RLL 10.86% | WWW  7.77%
LRL 9.84% | LILW  10.63% | LWW 6.72%
LWL 8.00% | WLL 7.91% | WLL 1.67%
WRL 4.82% | RLW 3.74% | RLL 1.64%
LWW 2.89% ALL 2.38% ALL 1.62%
LAL 1.90% | RWW 1.70% | LLW 1.30%
WRW 1.36% | LWW 1.28% | RWL 0.79%
rest  10.29% | rest 9.16% | rest 3.71%

Table 6.: Three Finger Correlations for left hand fingers on BKA data

thumb, index

index, middle

middle, ring

middle ring small

RRR  29.64% | RRR 31.50% | RRR  50.82%
WWW  12.36% | WWW  14.54% | RWR  14.85%
WRR  9.99% | LRR 10.27% | WWR 11.87%
WWR  827% | RRW 8.67% | WWW  6.47%
RWR 8.13% | WRR  8.64% | RWW  3.83%
RLR 8.07% | WRW  7.87% | WRR  3.75%
RWW  481% | WWR  2.55% | ARR 2.46%
WLR 4.18% | RWW  240% | RRW 1.34%
WRW  1.66% | LRW 2.06% | LRR 1.03%
RRW 1.57% | ARR 2.03% | RLR 0.63%
rest  11.33% | rest 9.47% | rest 2.95%
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Table 7.: Four Finger Correlations for right hand fingers on BKA data
thumb, index index, middle
middle, ring ring, small

LLLL 18.34% LLLL 24.35%
WWWW  13.21% | RLLL 10.69%
LRLL 7.80% | WWWL  8.70%
WWLW  6.92% | LLWL 7.97%
WLLL 6.44% | WLWL 7.57%
LLLW 5.61% | WLLL 7.54%
WLLW 4.82% | WWWW  7.03%
LWLW 4.14% | WLWW  3.52%
WWLL 4.05% | RLWL 3.09%
LWLL 3.80% | LLWW 2.58%
rest 24.87% rest 16.95%

Table 8.: Four Finger Correlations for left hand fingers on BKA data
thumb, index index, middle
middle, ring ring, small

RRRR  24.15% | RRRR  30.70%
WWWW  10.79% | LRRR 9.99%
RLRR 6.87% | WWWR  9.36%
WRRR 6.44% | WRRR 8.21%
RRRW 5.04% | RRWR 7.18%
RWRR 4.58% | WRWR 5.89%
WWRW  4.29% | WWWW  5.18%
WWRR  3.95% | WWRR  2.43%
RWWW  3.75% | WRWW  1.95%
WRRW 3.49% | ARRR 1.92%
rest 26.67% rest 17.20%
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Table 9.: Five Finger Correlations for right hand fingers on BKA data
thumb, index, middle

ring, small
LLLLL 17.75%
LRLLL 7.68%

WWWWL 6.97%
WWWWW 6.21%

WLLLL 6.10%
WWLWL 4.28%
LLLWL 4.20%
WWLLL 3.83%
LWLLL 3.66%
WLLWL 3.57%
rest 35.75%

Table 10.: Five Finger Correlations for left hand fingers on BKA data
thumb, index, middle

ring, small
RRRRR 23.58%
RLRRR 6.72%
WWWWR 6.61%
WRRRR 6.21%
RWRRR 4.41%
RRRWR 4.29%
WWWWW 4.18%
WWRRR 3.69%
WWRWR 3.29%
WLRRR 3.00%
rest 34.02%
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C. Correlation Tables SD9 4 Classes

Table 11.: Two Finger Correlations for right hand fingers on SD9 (4 classes)
thumb index middle ring
index middle ring small

WW  26.53% | RR  35.12% | RR  41.66% | RR  46.93%
RR  25.94% | WW  16.69% | RW 25.75% | WR  29.73%
WR  11.82% | WR  15.98% | WW  19.47% | WW  16.76%
RA  836% | LR 10.33% | AR 520% | AR  1.71%
RL 821% | AR 8.06% | WR  2.04% | RW  1.67%
RW  6.43% | AA  4.27% | AA 1.45% | LR 1.04%
WL 6.02% | LW  2.45% | RL 1.15% | RA  0.89%
WA 227% | RW  216% | RA  093% | AA  0.67%
AA 1.75% | RA 1.97% | AW 0.85% | LW  0.22%
AR 1.49% | LA 1.11% | LR 0.71% | RL 0.11%
rest  1.19% | rest  1.86% | rest  0.78% | rest  0.26%

Table 12.: Two Finger Correlations for left hand fingers on SD9 (4 classes)
thumb index middle ring
index middle ring small

LL 24.05% | LL 3242% | LL 46.51% | LL 55.58%
WW  21.56% | WW  16.17% | LW  1941% | WL  25.69%
WL 11.34% | WL 14.91% | WW  17.10% | WW  11.38%
LA 10.19% | RL 10.71% | AL 7.55% | AL 2.42%
LR 9.59% | AL 9.33% | WL 3.38% | LW 2.04%
LW 9.48% | AA 5.65% | AA 2.38% | AA 1.15%
WR  491% | LW  2.64% | RL  1.23% | LA 0.93%
AA 3.09% | RA 2.30% | LA 1.12% | RL 0.26%
AL 2.16% | LA 227% | AW 0.63% | RA 0.15%
WA  197% | RW  145% | LR  0.33% | WA  0.11%
rest  1.67% | rest  2.16% | rest  0.37% | rest  0.30%
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thumb, index

Appendix

index, middle

middle, ring

Table 14.:

middle ring small
RRR 23.78% | RRR 24.19% | RRR 39.69%
WWW  15.01% | WWW  15.46% | RWR 18.06%
WWR 11.11% | WRW  10.89% | WWR 10.78%
WRR 10.00% | RRW 9.92% | WWW  8.70%
RLR 6.61% | LRR 6.54% | RWW 7.69%
RAR 5.69% | ARR 591% | ARR 4.61%
RWR 4.72% | WRR 5.02% | WRR 1.97%
WLR 3.42% | LRW 3.49% | RRW 1.52%
RAA 2.53% | AAR 2.60% | AAR 0.93%
WLW 2.04% | LWW 2.04% | RLR 0.82%
rest  15.09% | rest  13.94% | rest 5.24%

Three Finger Correlations for left hand fingers on SD9 (4 classes)
thumb, index index, middle middle, ring
middle ring small
LLL 21.26% | LLL 23.35% | LLL  44.24%
WWW  12.08% | WWW  14.13% | LWL  14.28%
WLL 9.37% | RLL 8.85% | WWL  10.97%
WWL  9.11% | LLW 8.62% | ALL 6.99%
LRL 7.10% | WLW 8.40% | WWW  6.13%
LAL 6.54% | ALL 7.81% | LWW 4.94%
LWL 5.43% | WLL 6.51% | WLL 3.20%
LWW 3.87% | AAL 3.75% | LLW 1.71%
LAA 3.35% | LWW  2.12% | AAL 1.45%
WRL  3.20% | WWL  2.04% | RLL 1.15%

rest  18.70% | rest = 14.42% | rest 4.94%
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Table 15.: Four Finger Correlations for right hand fingers on SD9 (4 classes)

thumb, index index, middle
middle, ring ring, small
RRRR  18.99% | RRRR  23.19%
WWWW  14.12% | WWWR  8.18%
WWRW  8.10% | WWWW  7.28%
WRRW 5.46% | RRWR 6.91%
RLRR 5.02% | WRWR 6.76%
RARR 4.38% | LRRR 6.21%
WRRR 4.31% | ARRR 5.80%
RRRW 4.12% | WRRR 4.50%
WWRR  3.01% | WRWW  4.12%
RWRW 2.71% | LRWR 3.08%
rest 29.77% rest 23.97%

Table 16.: Four Finger Correlations for left hand fingers on SD9 (4 classes)

thumb, index index, middle
middle, ring ring, small
LLLL 16.51% LLLL 22.08%
WWWW  10.86% | WWWL  8.85%
LRLL 6.32% RLLL 8.70%
WWLW  587% ALLL 7.36%
LALL 5.69% | LLWL 6.39%
WLLL 5.61% | WLLL 6.10%
LLILW 4.54% | WLWL 5.91%
WLLW 3.64% | WWWW  5.28%
WWLL 3.23% | AALL 3.35%
LWWW  3.12% | WLWW  2.45%
rest 34.61% rest 23.53%
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Table 17.: Five Finger Correlations for right hand fingers on SD9 (4 classes)
thumb, index, middle
ring, small
RRRRR 18.43%
WWWWR 7.28%
WWWWW 6.84%

WWRWR 4.76%
RLRRR 4.76%
RARRR 4.38%
WRRRR 3.86%
RRRWR 3.42%

WWRWW 3.34%

WRRWR 3.23%

rest 39.69%

Table 18.: Five Finger Correlations for left hand fingers on SD9 (4 classes)
thumb, index, middle

ring, small
LLLLL 16.06%
WWWWL 6.51%
LRLLL 6.25%
LALLL 5.46%
WLLLL 4.87%
WWWWW 4.35%
WWLWL 3.90%
LLLWL 3.61%
WWLLL 2.94%
LWLLL 2.94%
rest 43.12%
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D. Results - Correction of Probabilities

In the following, you can find the complete table for testing different correction
measurement. The table shows the results for the right index finger and different

numbers of adjacent fingers.

Table 19.: Results for different probability correction approaches and two adjacent

fingers
adjacent hit hit % of correction
fingers searches db bins subjects avg. threshold type
2 2700 8387 1582026 43% 0.01 -1
2 2700 8385 1581014 43% 0.01 0
2 2700 8386 1581960 43% 0.01 1
2 2700 8388 1580494 43% 0.01 2
2 2700 8386 1580459 43% 0.01 3
2 2700 8385 1581894 43% 0.01 4
2 2700 8386 1581960 43% 0.01 5
2 2700 8385 1581014 43% 0.01 6
2 2700 8370 1585897 43% 0.025 -1
2 2700 8372 1584155 43% 0.025 0
2 2700 8373 1585492 43% 0.025 1
2 2700 8376 1583045 43% 0.025 2
2 2700 8375 1583982 43% 0.025 3
2 2700 8370 1585122 43% 0.025 4
2 2700 8371 1585040 43% 0.025 5
2 2700 8372 1584155 43% 0.025 6
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Appendix

Table 20.: Results for different probability correction approaches and three adja-
cent fingers

adjacent hit hit % of correction
fingers searches db bins subjects avg. threshold type
3 2700 24350 1343831 37% 0.01 -1

3 2700 24339 1343763 37% 0.01 0

3 2700 24347 1343874 37% 0.01 1

3 2700 24343 1342504 37% 0.01 2

3 2700 24343 1342927 37% 0.01 3

3 2700 24340 1343873 37% 0.01 4

3 2700 24346 1343798 37% 0.01 5

3 2700 24337 1343801 37% 0.01 6

3 2700 24214 1344698 37% 0.025 -1

3 2700 24235 1347054 37% 0.025 0

3 2700 24223 1345092 37% 0.025 1

3 2700 24260 1343629 37% 0.025 2

3 2700 24240 1345163 37% 0.025 3

3 2700 24237 1347436 37% 0.025 4

3 2700 24211 1344551 37% 0.025 5

3 2700 24240 1346799 37% 0.025 6
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Appendix

Table 21.: Results for different probability correction approaches and four adjacent

fingers
adjacent hit hit % of correction
fingers searches db bins subjects avg. threshold type
4 2700 87661 1285028 35% 0.01 -1
4 2700 87653 1283947 35% 0.01 0
4 2700 87647 1285011 35% 0.01 1
4 2700 87693 1282117 35% 0.01 2
4 2700 87695 1282334 35% 0.01 3
4 2700 87672 1284426 35% 0.01 4
4 2700 87656 1285031 35% 0.01 5
4 2700 87667 1282915 35% 0.01 6
4 2700 87258 1288761 35% 0.025 -1
4 2700 87341 1287779 35% 0.025 0
4 2700 87306 1288412 35% 0.025 1
4 2700 87493 1283823 35% 0.025 2
4 2700 87443 1284870 35% 0.025 3
4 2700 87378 1288317 35% 0.025 4
4 2700 87269 1288742 35% 0.025 5
4 2700 87428 1286463 35% 0.025 6
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