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Unprotected storage of biometric reference templates poses
severe privacy threats, e.g. identity theft, cross-matching or
limited renewability. This has been reflected within the EU
General Data Protection Regulation 2016/679 [1], where biometric data are defined as sensitive data.
To preserve the privacy of the individuals accordingly,
the ISO/IEC IS 24745 on biometric information protection
[2] requires that “knowledge of the transformed biometric
reference cannot be used to determine any information about
the generating biometric sample(s) or features” (i.e., need
for irreversible templates). But not only that, the ISO/IEC
standard continues by stating “[... and] the stored biometric references should not be linkable across applications or
databases” (i.e., need for unlinkable). In order to comply
with such requirements, researchers have proposed multiple
template protection techniques [4].
In this context, a standardised benchmark protocol for biometric template protection (BTP) schemes, in terms of recognition accuracy, security and privacy, is necessary to properly
evaluate the performance of these techniques [3]. However,
little attention has been paid to the objective evaluation of the
template’ unlinkability [4]. In fact, there is still no general
framework to assess, in an objective way, the unlinkability
of biometric templates, since the existing articles share some
common shortcomings, including: unrealistic assumptions on
uniformity of biometric data and the development of non general approaches for specific systems [5]–[7], the consideration
of linkability as a binary decision [5], [6], [8]–[11], the lack
of a quantitative measure [12]–[14] or the use of metrics
employed for verification accuracy evaluations, not suitable
for the linkability evaluation [6], [7], [9]–[11], [15].
Due to the aforementioned limitations, no standardised
unlinkability metric has been included in the current ISO/IEC
30136 project on performance testing of BTP schemes [16].
The general framework for unlinkability assessment proposed in the present article addresses the existing shortcomings
of previous methods and offers the following advantages:
• No assumptions are made on the data, neither on independence nor on uniformity.
• Only a classification function, named as “linkage function”, is assumed to exist, in order to assess the nonbinary nature of the unlinkability property [7].
• The proposed metrics evaluate linkability based on score
distributions obtained from the linkage function, independently of what the linkage function is. This allows for a
general metric, since it can be computed for any Lebesgue

integrable linkage function.
Also a local unlinkability measure for each linkage score
is proposed, in order to allow a more thorough evaluation.
• Being able to use the same metric independently of the
linkage function has the advantage of allowing to monitor
the changes in a system’s linkability when different
functions are used to compare the templates.
A Python implementation of the metrics is available through
the da/sec website (https://dasec.h-da.de/research/biometrics/
unlinkability/) and the da/sec Github account (https://github.
com/dasec/unlinkability-metric).
•

I. P ROPOSED M ETRICS
From an analytic perspective, unlinkability can be defined
as a gradual property of the templates:
Definition of linkability: two templates are fully linkable if
there exists some method to decide that they were extracted,
with all certainty, from the same biometric instance. Two
templates are linkable to a certain degree if there exists
some method to decide that it is more likely that they
were extracted from the same instance than from different
instances.
It thus follows that this property is fully related to the
method (i.e., linkage function) used to decide if two templates
stem from the same instance.
A. Local Measure D↔ (s): System Score-Wise Linkability
D↔ (s) ∈ [0, 1] evaluates the linkability of a system for each
specific linkage score s = LS (T1 , T2 ). As such, this metric
is appropriate to analyse within one system in which parts of
the linkage score domain it fails to provide unlinkability. If
for a specific score s1 , a system yields D↔ (s1 ) = 1, it means
that, in case the linkage function produced s1 , we would be
able to link both templates T1 and T2 to the same instance
with almost all certainty. On the other hand, D↔ (s0 ) = 0
should be interpreted as full unlinkability for that particular
score s0 . In other words, if s0 were produced by the linkage
function, it would be more likely that both templates stemmed
from different instances, hence failing to link them to a single
data subject. All intermediate values of D↔ (s) between 0 and
1 report an increasing degree of linkability.
The key on the success of linking to templates lies on
determining whether, given a score s, it is more likely that
two templates stem from mated samples (Hm ) than from nonmated samples (Hnm ): p (Hm |s) > p (Hnm |s). Therefore,
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Fig. 1: Unlinkability analysis of a facial BTP scheme under three linkage functions.
such linkability can be accounted for in terms of the following
difference of conditional probabilities:
D↔ (s) = p (Hm |s) − p (Hnm |s)
However, these two conditional probabilities are unknown.
Hence, we start the computation from the likelihood ratio
LR (s) = p (s|Hm ) /p (s|Hnm ) between the known probabilities.
Denoting ω = p (Hm ) /p (Hnm ) as the ratio between the
unknown prior probabilities of the Mated samples and Nonmated samples distributions, we can define D↔ (s) as a twopart function of s as follows:
(
0
if LR (s) · ω ≤ 1
D↔ (s) =
LR(s)·ω
2 1+LR(s)·ω
− 1 if LR (s) · ω > 1
where D↔ (s) = 0 for s such that LR (s) · ω ≤ 1 (i.e.,
unlinkable score values where p (Hm |s) ≤ p (Hnm |s)). If
the prior probabilities p (Hm ) and p (Hnm ) are available,
use them to compute ω. Otherwise, we can assume that
p (Hm ) = p (Hnm ), and thus set ω = 1.
B. Global Measure Dsys
↔ : System Overall Linkability
It is also useful to have an estimation of the unlinkability
of the whole system, which may allow a fairer benchmark
of the unlinkability level of two or more systems. For this
purpose, we introduce the global metric Dsys
↔ ∈ [0, 1], which
gives an estimation of the global linkability of a system,
independently of the score. This way, if a system has Dsys
↔ =1
(i.e., case in which both the Mated samples and Non-mated
samples distributions have no overlap), it means that it is fully
linkable for all the scores of the Mated samples distribution
domain. Similarly, Dsys
↔ = 0 means that the system is fully
unlinkable for the whole score domain (i.e., full overlap of the
distributions). That is, independently of the score produced
by the linkage function, it is equally probable that the two
templates stem from the same instance (Hm ) than from
different instances (Hnm ). All intermediate values of Dsys
↔
between 0 and 1 report an increasing degree of linkability.
Therefore, we are interested on measuring how likely it is
to get a score stemming from the Mated samples distribution.
This can be achieved computing the difference p (Hm ∩ s) −
p (Hnm ∩ s) and integrating it. Regarding the success on
linking templates, we are only interested in the probabilities
stemming from the Mated samples distribution, and two templates can be linked only if p (Hm |s) > p (Hnm |s). Hence,

we define Dsys
↔ as
Z
sys
D↔ =

p (s|Hm ) · (p (Hm |s) − p (Hnm |s)) ds

p (Hm |s) >
p (Hnm |s)
Z
= p (s|Hm ) · D↔ (s) ds
This way, the final value of Dsys
↔ depends on: i) the domain
of scores where the system is linkable; ii) how linkable the
system is in that domain of scores; and iii) how probable it
is that such scores are produced. Therefore, this new global
measure assigns different levels of linkability to intermediate
scenarios, not fully unlinkable or fully linkable.
II. P ROPOSED L INKABILITY E VALUATION P ROTOCOL
It should be noted that, in practice, linkability is defined as
the ability to link templates across different applications (i.e.,
stored in databases used by different applications). With this
in mind, the proposed protocol runs as follows:
1) Generate K databases of protected templates each of
them using a different key. It is recommended that K > 5.
2) Compute the Mated samples and Non-Mated samples
score distributions for the selected linkage function,
across the K databases generated in step 1.
3) If p (Hm ) and p (Hnm ) are available, use them to compute ω. Otherwise, set ω = 1.
4) Compute D↔ (s) and Dsys
↔ .
5) Report D↔ (s) plots, together with the Mated samples
and Non-Mated samples distributions, and the corresponding global linkability values Dsys
↔ (see an example
in Fig. 1).
6) Analyse the plots and Dsys
↔ values
III. C ONCLUSIONS
We have proposed two new quantitative measures (D↔ (s)
sys
and D↔
) for the unlinkability analysis of biometric templates,
which can be applied to any BTP scheme. They provide the
ability to carry out both a detailed score-wise analysis of the
linkability of the templates and a benchmark of the linkability
of different systems. Furthermore, the necessary steps towards
a complete unlinkability evaluation have been proposed in
order to develop a full security benchmark for biometric
template protection schemes. We therefore believe that the
proposed framework will contribute to the advancement of
biometric technologies in the future.
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